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Abstract: In this article we propose a forma framework that allows for a precise
description of automated debugging of hardware designs. Unlike to previous work, that
deals with localizing faults by considering the state of the system at a single point in
time, we outline an approach that exploits the temporal behavior of hardware designs
employing a standard diagnosis engine by unfolding the program with respect to time.
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1. INTRODUCTION

During the last decades, hardware description lan-
guages such as Verilog and VHDL have become more
and more popular. Almost every company in the area
of digita circuit design uses some sort of hardware-
description language in order to improve the design
process. The aim of the design process is to write a
program that describes the behavior and structure of
the circuit and can be automatically synthesized into
a gate-level representation. This process alows for
detecting and correcting faults in an early stage of the
design cycle and thus design costs can be significantly
decreased. However, searching for faults in a design
tendsto be avery difficult and time consuming process
since complex hardware designs reach dimensions of
several 100.000 lines of code and may be written by
ateam of designersthat are located at different physi-
cal locations. Automated debugging tools that support
fault localization and correction within hardware de-
signs may thus provide considerable aid in decreasing
the time to market and may contribute to the reduction
of overall costsin today’s fast paced economy.

Locating bugs in hardware designs has thus been in
the focus of severa contributionsin literature. In this
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paper we focus on the use of model-based diagno-
sis (Reiter, 1987; de Kleer and Williams, 1987) for
locating bugs in programs. Although, this paper is
based on these underlying principles it is different to
previous approaches in this area with respect to the
employed model. Friedrich and colleagues (Friedrich
et al, 1999) use a dependency-based model that leads
to similar results than traditional approaches, e.g., pro-
gram dlicing (Weiser, 1982). Wotawa (Wotawa, 2002)
introduced a model that captures the semantics of a
large subset of VHDL. This model, however, does not
consider time. Hence, diagnosis of VHDL programs
is limited to a setting where the input state of the
program and the corresponding output state has to
be provided as an observation. In order to overcome
this limitation, the approach described in this paper
allows for representing programs as a sequence of
process executions and state changes. This sequence
can be compiled into a logical description by using
Wotawa's (Wotawa, 2002) logical models for pro-
cesses, sequential statements, and expressions.

In the following we outline the basic idea behind the
model. For this purpose we use the following small
VHDL program:

1. Al S<=llor CLK;
2. A220<=notS;



o | || Expected

130ns 230ns.

Fig. 1. Thesignals' values over time

This program comprises two concurrent signal assign-
ments A1, and A2. The signals I1 and CLK are the
input signals from which values for signals S and O
are computed. Figure 1 depicts the computed value
and the expected value of O. Thetwo valuesarediffer-
ent at some pointsin time. Hence, there must be a bug
in the program. The behavior of the program can be
explained as follows. At time 100ns the input values
aesetto CLK =' 1" and I1 =' 0. Hence, state-
ment A1 causesthevalueof S tobesetto’1’. From
this statement A2 computes O =’ 0'. During this
computation step no simulation time elapses but the
computation corresponds to a sequence of states and
active processes, e.g., signal assignment statements.

Inthefollowing sequence, states are denoted by brack-
ets [)i- where i stands for the number of the state
at a specific time point T, and active processes are
surrounded by braces {}.

[CLK =/ 11,]1 = OI:S = 0170 = ll (1)00ns
{A1}

[CLK =’ ].I,I]. =’ OI, S = ]-l, 0= ]-IHOO'ns
{42}

[CLK =! 11,]1 =/ OI; S =/ 117 O = OI]%OOns

Having reached state 2 no further signal changes oc-
cur and thus the state of computation at time point
100ns is stable. This view on the VHDL behavior
naturally reflects the semantics of VHDL and can be
easily compiledinto adiagnosis system. Thediagnosis
system comprises all temporal instances of processes
which occur in the sequence. As an advantage we get
a loop-free diagnosis system which is a requirement
to model statements and expression as introduced
in (Wotawa, 2002).

Therest of the paper is organized asfollows. Section 2
introduces some basic notions and proposes a formal
framework that allows for a precise description of
debugging VHDL designs. Afterwards, in Section 3
theframework isapplied to line out our basic approach
towards exploiting the temporal behavior of a VHDL
program in order to localize the causes of an observed
misbehavior. Finally, the paper is concluded in Section
4.

2. A FRAMEWORK FOR DEBUGGING
VHDL-RTL PROGRAMS

VHDL designs consist of entities, architectures and
statements, to only mention the most important pro-
gram constructs. Entities represent the physical parts
or subdivisions of the circuit to be designed and archi-
tectures are used to describe the interna structure of
an entity. |n the common terminology of programming

languages an entity corresponds to an abstract data
type and an architecture describes its implementation.

The behavior of an entity is described by its body that
usually consists of several processes. A process itself
is composed of statements, such as signal assignments
or conditionals. Whenever at least one signal from the
sensitivity list of aprocess changesits value, the state-
ments in the process are executed and the resulting
changes to its output signals are propagated to other
processes, possibly causing them to be executed in
turn. Thus, the communication between processes is
done by means of signals. The parallel execution of
the processes of different entities, resulting in the sim-
ulated behavior of the hardware unit to be designed,
is performed by executing the VHDL program and
recording the signal changes over time.

An overview of the VHDL language features and a
definition of syntax and semantics can be found in
(IEEE, 1988). Furthermore (Navabi, 1993) provides
an introduction into designing circuits with VHDL.

For debugging VHDL programs it is reasonable to
require some additional restrictions. Theserestrictions
have proven to be meaningful in the context of debug-
ging VHDL-RTL designs and thus are subsumed in
the following by the term RRTL (Reduced Register
Transfer Level). Below a definition of the RRTL sub-
set of VHDL isgiven.

Definition 1.(RRTL). The Reduced Register Trans-
fer Level (RRTL) programis a VHDL-RTL program
where the following conditions are valid:

(1) Nosigna assignment hasan VHDL after clause.

(2) Processes have asensitivity list but no wait state-
ments.

(3) The program halts on the given test cases.

A VHDL program consists of processes that are as-
sumed to be executed in parallel. As outlined above,
the different processes communicate by means of sig-
nals. Moreover, each process may use variables in
order to represent its state. This state is encapsul ated,
that is, only statements of the corresponding process
can change the value of avariable whereas the state of
the signals can be modified globally. However, there
is a difference in the semantics of a signal and a
variable assignment. Whereas the vari abl e-assignment
statement may change the value of the target variable
immediately, the value of the target of the signal-
assignment statement is modified after process exe-
cution has completed. Note that a signal-assignment
statement does not directly change the value of a sig-
nal, rather it changes the value of a so called signal
driver. Thisisdueto VHDL semantics where multiple
signal-assignment statements may influence the same
signal. If the same signal is declared as an target in
different processes a specia function, called resolu-
tion function, is used to deduce the final value of that
signal at agiven point in time. The resolution function
thereby specifies the dependency between the signa
and the drivers of a specific signal and takes all the
drivers of a signal as arguments and returns a unique
value which is stored as the value of the signal at a



specific point in time. In the following we introduce
interpretations for signals and variables as well as for
signal drivers:

Definition 2.(Interpretation). Let SIG be signal and
V AR be avariable of a RRTL program. Let PROC
be aprocesses of the program. VAL denotesadomain
of values. Thefunctions EL. : SIGUV AR — VAL
and Ef. : SIG x PROC — V AL represent the value
of a signal/variable respectively a signa driver at a
given point in time 7" and a specific state 1.

We use these definitions to formalize the semantics of
simulating a RRTL program. To provide a compact
description we also have to introduce the notion of
an event on a specific signa according to VHDL
semantics. Thus, in the following, each signal S is
associated with another signal S'EVENT that is
true, if and only if the signal S has changed its value
in the current state of simulation, otherwiseit isfalse.

Simulating a RRTL program corresponds to comput-
ing al the values of the signals, variables and driver
values for a predefined ordered set of times. In the
following the simulation of a program is decomposed
into atomic steps also referred to as basic simulation
cycles (BSC). A BSC at a specific pointintime 7" and
agiven state I of a RRTL program comprises of two
steps:

(1) Executeall processesthat have at |east one event
signa S in their sensitivity list.

(2) Compute the signal values from their driver val-
ues. If two processes are writing the same signal,
use a resolution function to determine an unique
value.

After performing such a BSC the point in time of
simulation remains the same but the state of the pro-
gram in general may have changed. The modification
of the state is described by enumerating the bindings
of the signals and variables to their associated values
before and after process execution. In the following
the structure enumerating those bindingsis referred to
as environment, which from a structural point of view,
isaset of ordered pairs.

Definition 3.(Environment). The environment E £, at
time T' and state I is a set of ordered pairs (X, V)
where X € SIGUVARU (SIG x PROC) and
V € VAL. Thedomaindom : ENV — NAMES,
where EN'V denotes an environment and NAMES
isaset of variables/signals respectively signal drivers,
is a function that returns the signals/variables/drivers
of the given environment EN'V'.

Note that events are defined in the form of signals
rather than as a function and therefore they are also
part of the environment. In the following we give a
formal definition of a BSC of a RRTL program at a
specifictime T in state 1.

Definition 4.(Basic Simulation Cycle (BSC)). A ba
sic smulation cycle BSCL. of a RRTL program is

atuple (EL, PL, ELT) where I is the current state
at time T, and EL, EL' denotes the environments

before respectively after executing the processesin P
instate I attimeT'.

Note, that according to the VHDL semantics, carrying
out BSCY, executes all the processes P, that built
up the RRTL program. The simulation for time T
is continued by performing the next simulation cycle
BS C;O by executing those processes whose sensitiv-
ity list enumerates a signal on which an event has
occurred in the previous cycle BSCY, . In this way,
aprocess that enumerates specific signasin the sensi-
tivity list isinvoked aslong as there occurs an event on
at least one of these signals in the previous BSC. The
whole process of performing BSC"s finishes if there
is no event triggering any of the processes. Referring
back to assumption (3) of Definition 1 such a state has
to be reached and thus only a finite number of BSC’s
are carried out. The environment after performing the
last BSC represents the bindings recorded for the
signal and variable values of time T\y. However, com-
posing afinite number of B.SC'sto definethevalues of
the signals and variables at a specific point in time can
be stated in a natural way by introducing the notion of
a simulation sequence.

Definition 5.(Simulation sequence). A simulation se-
guence X attimeT of aRRTL programisasequence
of smulation cycles BSCY, BSCL, ..., BSCk™.
The state number of the last element of the smula-
tion sequence is called the length of the simulation
sequencelen.

Recalling the definition of a BSC, the output environ-
ment of BSC* isthe input environment of BSC.
Note, that the starting environment Ef, has to be
defined appropriately in order to compute meaningful

valuesfor the variables at time Ty . In the terminology
of circuit design establishing an appropriate environ-

ment correspondsto providinginput valuesat time 7.
Rather than describing the effects of applying input
values at a specific point in time our framework allows
for computing the impact on an input stimulus, i.e, a
sequence of input values.

Definition 6.(Input Stimulus). An input stimulus for
a RRTL program is a sequence of the form
(EY,,To), (EY.,Ty),...,(EY, ,Ti) where each EY,
denotes an environment representing the input at time
T;.

In our framework the simulation of a program can
formally be expressed by computing the bindings of
the signals and variables at discrete momentsin time.
However, there are two points that are worth noting.
First, there is an ordering relation on the time points
that hasto be reflected in our framework. Second, con-
forming to that ordering relation, the stable environ-
ment at the end of a simulation sequence is the input
environment of the succeeding simulation sequence.
In formal termsthis can be expressed as follows:



Definition 7.(Simulation). A simulation of
a RRTL program on a given input stimulus
(EY,,To), (EY.,T),...,(EY, ,Ty) is a sequence of
simulation sequences X, %ry,..., %, Where
the time points are absolutely ordered, i.e.,
0 < Ty < < T,,. The initid input values
of a simulation sequence ZT is defined as follows.
For each signal or variable X:

E% (X) j=0VX € dom(EY.)
0 T; T;
Er, (X) = { E’en (X) otherwise

The formula given above, states that the state at time
point T;_; is used for performing the simulation at
time point 7'; except from those variables and si gnals
that are expli C|tly givenin the input environment E9.
Note that the formalization requires an initial bi nd| ng
for every signal or variable X in E, .

Now our framework allows for expressing the sim-
ulation of a program with respect to a given input
stimulus in formal terms. The result of a simulation
is amapping from variables and signals to values at a
given point in time. In order to alow for a specifica-
tion of the expected behavior, the definition of ainput
stimulus has to be extended.

In addition to the input stimulus given in Definition 6,
a test stimulus also contains the corresponding ex-
pected results. Thus, a test stimulus consists of a se-
guence of test cases. Each test case in turn extends an
input environment with the expected output environ-
ment. In formal termsthis can be expressed asfollows:

Definition 8.(Test Stimulus). A test stimulus for a
RRTL program is a sequence of tuples of the form
(EY,, B3, To), (B9, E§*, Th), ..., (EY, , B4, )
where each Ef and E"ft,i € {0 K}, denotes the
input and output environment, respectively.

At a technical level a faulty program is one that
does not produce the specified results for a specific
stimulus. In terms of the definitions given above, a
RRTL program is considered to be faulty with respect
to agiven stimulus, if there exists at least a single test
case that contradictsthe expected behavior. Within our
formal framework this can be expressed as follows:

Definition 9.(Faulty program). Given a test stimulus
(ES,, B3t Ty), (B, B¢, Th), ..., (ES, , B4, T)
for a RRTL program. The program is fkaulty with
respect to the given stimulusif there exists an element
(X,V) € Eg9“ for an arbitrary time point T; where

V # Ef"(X ).

Note that a test is defined with respect to a given
stimulus. In this context atest is said to be successful
if it identifies a faulty program, i.e., the associated
stimulus does not pass the test. However, if atest is
not successful, in general, we cannot conclude that the
program is correct. We only know that it is correct
with respect to a given stimulus.

3. FAULT LOCALIZATION IN RRTL-DESIGNS
USING TEMPORAL ABSTRACTION

In automated software debugging we use a model
of the VHDL program and a successful test for lo-
calizing faults in a given faulty program. In order
to employ model-based diagnosis, we have to pro-
vide a component-connection model that reflects the
structure and the behavior of the diagnosis problem
in terms of logical sentences. In our case, for every
program artefact (e.g. astatement, process or function)
we haveto provide amodel of the correct behavior by
means of a propositional theory. For example, in the
following alogica description of aprocess component
is given. A process p is executed if at least one of the
signals that occur in its sensitivity list has changed
its value immediately before. If this is the case, the
values of the signals used as a target in the sequential
statement part of p are computed according to the
VHDL semantics. This computation is formally rep-
resented by components that are associated with the
sequential statements of process p. Hence, the value
of the signals are given by the values computed by the
sub block connected to the input of process p. If none
of the signals within the sensitivity list has changed its
value, then the original input values before executing
the sequential statement block are propagated to the
output of the process component. Formally, this can
be written as follows:

Yy € inputs(p) - Iz € sensitivity — list(p)-
sz (p) = true — outy(p) = iny(p)
Yy € inputs(p) - Vz € senszthty — list(p)-
sz (p) = false = outy(p) = defy,(p)
Yy - outy(p) = defy,(p) <> outy gvenT(P) = false
y - outy(p) # defy(p) ¢ outy pveENT(P) = true

Thereby inputs(p) denotes the set of inputs of the
process p and sensitivity — list(p) represents the
sensitivity list of the process p. The predicate s, (p)
becomes true if any signal that is enumerated in the
sensitivity list has changed its value. The signal value
after executing the sequential statement y is repre-
sented by in, (p) whereas the corresponding unmod-
ified input of the process p is represented in formal
terms by def,(p). If an output signal is changed, the
corresponding event signal is set to true. A detailed
discussion on modeling other VHDL-RTL artefactsis
out of scope of this article and can for example be
found in (Wotawa, 2002).

The modeling process, e.g., the computation of
a system description SD can be expressed by
the system descriptions that corresponds to the
simulation sequence for a given test-case. For-
mally, the system description for a smulation cycle
St,,St,,-..,S1, where each St, is a sequence of
BSCs BSCY,, ..., BSCl™ isgiven by the following
logical sentences:

SD = UpSD(Sr) U CONN, SD(St) =
UienSm) sp(BSCiy)
where SD(BSCY.) is composed from the system de-

scription that corresponds to the active processes to-
gether with information about the handling of the sen-



sitivity list described previously. Moreover, CON N
denotes sentences which describe both, the connection
between the BSC sequences, and between each BSC
of asequence. Thisconnectivity isgiven by thesignals
atemporal processinstance uses likewise as input and
output.

Since we know the number of process activations in
advance a temporal instance of the process can be
created for every activation. By connecting the output
of the i*" process instance p(?), associated with state
i, to the input of processinstance p(i+1), that is corre-
spondingly associated with state ¢ + 1, a chain of pro-
cessesis built that allowsfor an explicit representation
of the transformation on the state. In addition, we have
to provide some additional logic that decides whether
a specific process instance is to be activated or smply
forwards the input values to the next process instance
without doing any transformations on the state.

The system description which is associated to the
temporal process instance can for example be found
in (Wotawa, 2002). Hence, the system description S D
we described herein is based on (Wotawa, 2002) and
can be seen asits extension that capturesthe semantics
of VHDL in two aspects. First, the model is able to
use an input stimulus rather than a single test case
by unfolding the signal values over time. Second, the
treatment of processes is much closer to the semantics
of the VHDL language than in previous models.

Beside the system description SD we have to define
the observations OBS and the set of components
COM P before we are able to use the model-based
diagnosis approach. The set of observations OB S for
our model is equal to the test stimulus of the origi-
nal program. The set of components is given by the
set of tempora process instances, i.e, COMP =
{Stmt(pk)|pl- € BSCL} where Stmt returns all
diagnosis components that corresponds to the pro-
cess instance. Diaghosis components that represent
the same statement in the code but belong to different
process instances are treated as different components.
A multiple fault diagnosis thus may exclusively con-
tain components corresponding to the same statement
in the source code.

The system that is obtained by using the approach
outlined above can be applied to compute diagnosis
directly. Unlike to our previous models, in which a
simple test case is used to localize the fault, a test
stimulus can be used in order to compute diagnoses.
However, since tempora instances of a process are
handled compl etely independent, the number of com-
ponents that may account for a certain misbehavior
may increase in comparison to the original model.
Thus, the obtained diagnoses are mapped back to the
unfolded system by reducing the instances to their
corresponding components in accordance to the fol-
lowing procedure.

¢: A" CCOMP* - ACCOMP
p(A) ={CilC}”) € A7)
In the mapping given above COM P* denotesthe in-

stances of the componentswhereas CO M P refers di-
rectly to the components. In similar fashion, A * stands

1. entity COUNTERIis

2. end COUNTER,;

3. architecture BEHAV of COUNTERIs
4, signal CLK, RESET : BIT;

5. signal O1,02: BIT;

6. signal D1,D2: BIT;

7.  begin

8. . --VHDL code for test case stimulating CLK and RESET
9. mem: process ( CLK, RESET )

10. begin

11, if RESET ="1" then

12, 0O1<="0;

13. 02<="0,;

14. else

15. if CLK =’1" and CLK’EVENT then
16. 01 <=DJ;

17. 02 <=D2,

18. end if;

19. end if;

20. end process mem,
21,
22, comb.in : process( 01, 02)

23. variable V: BIT;

24. begin

25, V :=not(01);

26. Dl1<=V;

27. D2 <=not((01 and O2) or (V and not(02)));

28. end process comb.in;
29. end BEHAV;

Fig. 2. The VHDL COUNTER(BEHAV) program

for the diagnoses that are computed using temporal
instances and A simply denotes the corresponding

components. Moreover, C}j ) denotestheinstance j of
component C';.

In order to demonstrate the applicability of our ap-
proach we use a small but realistic VHDL program.
We first show how the simulation is done leading to
the unfolded diagnosis system and than discuss the
results that were obtained from our prototype imple-
mentation. The example program, which is outlined
in Figure 2, is taken from (Wotawa, 2002) and imple-
mentsa 2-bit counter. ThesignalsC LK and RESET
denote the inputs whereas O1 and O2 denote the out-
put signals of the device. The program consists of two
processes, mem and comb_in. Process mem is exe-
cuted whenever aneventon CLK or RES ET occurs.
Likewise, process comb_in is triggered by events on
the signals O1 and 02. Signals D1 and D2 are used
to store future values of the counter. Whenever CLK
changes from '0’ to '1’, the future values are trans-
ferred to O1 and O2 by process mem and new values
are computed by process comb _in. We assumethat all
signal values (according to the VHDL semantics) are
set to'0" and their corresponding EVENT signals are
set to true at the beginning of the simulation which
causes all processes to be executed immediately after
starting the simulation. By using our forma frame-
work this can be expressed as follows (where the cor-
responding EVENT signalsat time T\, and state O have
been omitted for sake of brevity):

1

(CLK,0")
(CLK,0') 7° (RESET, 0')
(RESET, 0') (D1, 1")
(D1, 0") mem (D2, 0")
(D2,"0") comb.in (01,/0)
(01, 0") (02,0")
(02, 0") (v, 1)

To

(D1"EVENT, true) 0

Since there is only an event on signal D1 and D2,

this does not trigger process mem nor comb sin and
the process execution stops. The bindings for time T’y



can be obtained from the environment £ 7, . In the next
time point 7 the clock signal is assumed to changeits
valuefrom’0’ to’1’. In our framework, the impact of
the rising edge of the clock signal is represented by
the following BSC:

(CLK,1") ‘o
(CLK'EVENT, true) (é%gg’jﬁg,)
’ ! b
(RESET, o) (01, 1)
(D27! 0!) {mern} (DQ,I 0,)
(o1 ’0’) (Ol,l 1/)
(02’,0,) (02,/0")
k) ’ ’
(V,I 1/) , (v, 1)
(DU'EVENT, true) " (O1' EVENT, true)
(CLK, 1) 2
(D1,"0")
(D2, 1)
i (01, 1)
{ comb_in } (02’, 0,)
(V7I 0’)

(D1 EVENT, true)

(D2' EVENT, true) -

Again, neither D1 nor D2 are listed in the sensitivity
list of the processes of our counter example and thus
the simulation can be stopped. The bindings for the
signal values at time T} can be retrieved from the en-
vironment E7. by applying theinterpretation function
given in Definition 2.

For evaluating our model we intentionally introduced
abugin line 27 of our example. Before converting the
source codeto the model, we altered it in the following
way:

27. D2 <=not((O1 and O2) and (V and not(02)));

Furthermore, we computed diagnoses by using two
rising edges of the CLK signal, thus taking into
account 4 cycles in time. In order to specify our
arrangement exhaustively, the initial values of the
signals and variables, E3, , as well as the expected
values E7, are given below:

(CLK, false) 0 (CLK,true)
(RESET, false) (RESET, false)
(D1, false) (D1, true)
(D2, false) (D2, true)
(01, false) (01, false)
(02, false) (02, true)
(V, false) (V, false)

To T3

From the intermediate starting environments £, and

EY, weonly have knowledgeof thevalueof the C LK
and RESET signd:

o] 0
(CLK, true) (CLK, false)
(RESET, false) (RESET, false)

Ty T2

In terms of our framework, the relationship between
the environments and the process instances can be
represented in the following compacted form:

(EE}O, {mem™), comb_inV}, E'}‘O)'
(E;07 {mem®, comb_in®}, E%O),
(Eg«1 ,{mem®  comb_in®}, E}l ),
(E%p1 ,{mem®  comb_in™®}, E'2r1 ),
(EE}27 {mem®), comb_in®}, E,}é),

(E%r27 {mem® comb_in(®}, E%}),

(ng37 {mem ™, comb_in(M}, E;«g),

(E%"g’ {mem®  comb_in®}, E%g)

In our example a BSC consists of 2 processes, mem
and comb_in. Since we assumed the process activation
graph to be acyclic, for every process we have to
reserve at most 2 instances. Thus, a single point in
time requires 4 instances to be created. In total, since
we considered 4 points in time, 16 instances have to
be forseen for unfolding our model in time.

After invoking the diagnosis procedure we obtained 7
single fault diagnoses and 15 double fault diagnoses
where each double fault diagnosis can be mapped
back to a single bug in the source code when using
the ¢ function. In summary the diagnosis correspond
to the statements 9, 11, 15, 22, 25, 27 and include
the introduced bug. The statements 9, 11, 15, and 22
correspond to aprocess or conditional statement. Only
the diagnosisfor statements 25 and 27 can be mapped
back to functiona faults, e.g., wrong operators, in the
code. This result indicates that the new approach can
localizethe statement that isresponsiblefor the misbe-
havior. Moreover, because of the information at which
point in time which statements must be assumed to
behave faulty, the user gets moreinformation.

4. CONCLUSION

In this paper we introduced a modeling framework
for VHDL programs that extents previous research
and naturally represents the VHDL semantics. As an
advantage some limitations of previous research re-
garding observations can be avoided. Moreover, we
discussed a case study that proves the principle appli-
cability of the approach. However, more sophisticated
examples are required to alow for a detailed analy-
sis of the outcome of the approach. Such an analy-
sis should give an answer to the following questions.
Which kind of faults cannot be detected (if any)? Can
the approach be used for larger examples?
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