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1 Introduction

1.1 Purpose of this Document

The Bridge Task Group is aimed at further developing, relating, or converging the various
approaches of FDI (Fault Detection & Identification — Engineering / Control field) and DX
(Diagnosis - Computer Science / Artificial Intelligence field) to the diagnosis of technical
systems, in combination with relevant conferences and industrial participation. The Task
Group has defined a set of problems extracted from industrial concerns supplied by
industrial participants, and works by analysing the application of the respective technologies
to the formation of solutions to industrial problems, thereby assessing their strengths,
weaknesses and also their general complementarity.

1.2 Objectives
The Task Group has the following objectives;

e To support the transfer of model-based diagnosis (MBD) technology into industry
related disciplines

e Through industrial participation, to help identify for participants from different
backgrounds, the requirements of the diagnostic processes in industry, and to relate
the existing theories, methods, techniques and systems to these requirements

¢ To determine and define problems extracted from industrial challenges, and to use
these as tests for measuring and comparing the value and the results of applying
various techniques or combinations thereof in the search for solutions

e To compare and characterise the presumptions and scope of applicability of MBD
technologies developed in control theory (FDI) and Al (DX)

¢ To identify competing and complementary methods and solutions using the DX MBD
technology alongside the FDI MBD technology

e To identify and define useful interfaces and protocols for beneficial combinations of
techniques

2 Present Situation of Technologies

Technologies, such as those used in DX or FDI, have always faced issues when it comes to
the realisation of real world applications.

End Users often do not have a clear understanding of the technologies'. Hence, it should be
our responsibility to ease the transfer from our research field to ‘Technology Supply
Companies’. At this time, and in the Bridge context, it is clear that FDI techniques are more
established and are better known by engineers than their DX equivalents. Hence, one of the
main long term goals of Bridge should be to provide those companies with prototypes /
products combining both technologies.

"It must be noted that within the field the term ‘Users’ is split into two distinct groups. Business / End Users are the people who
utilize the applications that are produced using this technology. It is the suppliers of the applications, the ‘Technology Supply
Companies’, who are the ones who make the transfer of the technology from development to product and it is these companies
to whom the ‘technology’ itself must be justified. The Business / End Users often do not care, or usually even know, what
technology underlies the products they are using.
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This situation is also a consequence of the current state of the research world; where there
could be conflicting, or even opposing, ideas or understanding of the same issues. It has
been the task of Bridge to attempt to bring these people and ideas together in order to find
common ground, although it has struggled against the lack of momentum from the FDI
community to accept DX technologies. This is, however, a situation that can often occur
when researchers focus closely on their own particular fields of expertise and do not work in
wide collaboration with researchers from different backgrounds. This degree of research
specificity is required both to forward research aims and also for many of the important
aspects of complex problem solving, where certain approaches can lead to better results
than others. However, the critical importance of bringing different, but associated, research
communities together can be seen when there are issues in one community that could be
better solved by the methods in another. Examples do exist which can clearly demonstrate
that this is in fact the case, e.g. the successful introduction of fuzzy logic or neural networks
in control technology; the use of statistical techniques in FDI; the use of dynamic systems
theory result in qualitative reasoning, etc. Fortunately, there are now more researchers who
are aware of the variety of available diagnostic techniques and it is Bridge’s intention to
ensure that this spectrum of techniques should be applied more often in the future. Many
researchers in the DX field already benefit from the utilisation of some FDI technologies but
the reverse is not generally true.

Another primary challenge which the MBD (and any other diagnostic) community is facing, is
that the complexity of modern systems is increasing vastly quicker than its current ability to
model these systems. One source of complexity is that there are systems with a large
number of components / distributed systems, etc. Although there are current efforts devoted
to these issues (works based on agents, or distributed aspects of diagnosis), additional
research is needed. Another issue is that larger systems will have more kinds of uncertainty,
noise and unknown disturbances related to model building issues which exist in both FDI
and DX. If these issues are to be solved, a combined (hybridised) approach must be
adopted. It has been shown that one technology can be better suited for a given kind of
problem than another, and vice versa. For instance, FDI is more suited and has larger
experience of fault detection than fault localisation, while in DX fault detection is usually
taken for granted and emphasis is placed upon fault localisation. Hence, many diagnosis
applications would require the complimentary use of both techniques. Nevertheless, in order
to share results and techniques, there should be a common framework and a common
understanding. This is another major goal of Bridge.

Both FDI & DX techniques have restrictions when facing real, complex problems and thus
have to make assumptions (single fault, etc.). This is less of an issue in DX, which means
there is the potential for FDI to benefit from this approach. However, if we are to
demonstrate the compatibility of these techniques, there is a need for a product(s) that will
show that DX and FDI technologies can be combined and applied in real world applications.
Identifying what problems exist on the road to generating this application would lend
considerable weight to the efforts to combine the technologies.

Another factor that would be of considerable value would be to show how Model Based
Reasoning (MBR) can benefit from complementary techniques in order to cope with
diagnosis of complex systems. It is also important that the technology above MBR is able to
extract relevant pieces of information, data, parts of models, etc. and fully understand and
interpret them. However, it is likely that when diagnosis is difficult it will always be difficult
and that there will always be some systems which are too complex and need to be
diagnosed using simplified models. It is very hard to say if this will always be the case or not.

Summarising, BRIDGE aims are to provide a better understanding of each other for both DX
and FDI communities; then bring in a common framework which would allow future sharing
of the best from both worlds (results and techniques); and helping in the transfer of these
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results, with new products (for instance, ToolKit Products) that can smoothly combine both
approaches.

3 Roadmap

Bridge is focused very closely on ‘bridging the gaps’ between the FDI and DX communities.
In order to do this, as clear a picture of these gaps as possible must be drawn up. For the
Technological Roadmap to successfully assist with this task it must be more general in
application, and concern itself with the whole technology of Diagnosis and not just with one
particular area of it. The Bridge Task Group can then utilise it to forward the aims of the
Diagnostic community as a whole by using the best of both techniques in the future under a
common framework.

Initially, however, the Roadmap will examine the State of the Art in the sector and draw upon
the current position of the Technologies in order to attempt to predict future trends. It should
be considered that within the Diagnostic community, FDI is more established than DX.
Nevertheless, we cannot be certain as to whether there will be a time when the two are at
the same stage of development or whether FDI will continue to develop at the same pace
and will therefore always be ahead of DX.

The technological aspects of the field can be divided up according to their level of technical
complexity:

o Modelling Issues

e Temporal issues

¢ Diagnosis and Product Life Cycle

e Autonomy versus human interface in applications
3.1 Modelling Issues

Currently there are very few domain libraries which exist, and these are only in a very few
application domains. In the near future however, more domain libraries should be available.
Moreover, a considerable effort should be devoted to improving automated modelling, thus
diminishing the dependency on human experts and paving the way to solve all the variants
of a problem. For this trend to occur successfully there would also be a need to combine
models from both MBR and other technological approaches, one example of which would be
machine learning.

There are still several diagnosis solutions which are based on simplifying assumptions (such
as single fault or non-compensation assumptions) in order to be effective and / or efficient
enough for real world applications.

Furthermore, the ever increasing complexity in systems pushes the need for new diagnostic
solutions. For instance, there are problems associated with the distribution of diagnosis in
complex systems. FDI approaches the system as a whole, and therefore misses concepts
so that tasks are shared. Current diagnostic technology only utilises one core part, to be in a
position to work on distribution may take another five years.

MONET Bridge Technological Roadmap
Version 2.1 6



MONET2 Project — MONET MBDG6 v.2.1 (Release)

3.2 Temporal Issues

Currently, ‘time’ is only included in models of dynamic behaviour. Nevertheless, there are at
least two additional temporal aspects that should be considered in future diagnosis systems.
General theories and techniques are to be developed that handle problem characteristics
such as intermittent faults, dependant faults and exploiting information across time, that go
beyond current area / system-specific solutions. There are also no general approaches to
diagnosing time-varying systems.

3.3 Diagnosis and Product Life Cycle

If Diagnosis is to have a real and continuously improving effect on the performance of real
world systems, it must be integrated with other high-level tasks, such as monitoring,
planning, reconfiguration, and so on.

Also, Diagnosis should be considered in the whole product life cycle, from design to
maintenance. For instance, diagnosis is not currently considered at the design stage.
Diagnosability analysis can be highly valuable at this stage and produce key design
requirements.

Additionally, models themselves need to be considered in the whole product life cycle. The
models used would need to be changed, adapted, updated and re-configured.

Finally, there will be a whole spectrum of possibilities that arise from using a set of diverse
techniques in combination with MBR.

3.4 Autonomy versus Human Interface in Applications

In the near future, there should be a set of Diagnosis Toolkits available for the Technology
Supply Companies, containing MBD techniques (with the best from both MBD communities)
within a common framework. This fact could also ease the process of integrating Diagnosis
with other high-level tasks in real applications.

Diagnostic applications must interface with human beings. Currently, monitoring merely
produces a report for an operator, i.e. the system simply activates an alarm. A considerable
amount of human intuition is still required to interpret these alarms. Modern diagnostics
does, however, reduce the processing time of the human operator by providing more
information and not just an alarm, of which there can often be a vast number. In the future
diagnostics will be used to alert an operator to the fact that the alarm has occurred and
produce a diagnosis of any possible fault. Eventually this would lead to the eradication of
‘alarms’ - instead we would have an autonomous system which identifies and corrects the
fault itself and merely informs the operator that this has been done. This is an ‘ideal’
scenario and in actuality there may be a need to stop the machine to reconfigure. Although
the diagnostic report could include instructions on how this can be done by the operator.

There are people who believe that there are some domains in which systems are improving
and operators are becoming less significant. Many systems still rely heavily on the ability of
a human operator, but as systems become more complex it is becoming harder to train
experts with all the relevant technical information. Research is being done into the possible
removal of operators from a system entirely. It is envisaged that this may even be possible in
‘Critical Domains’. There is a great deal of interest in research in unmanned operations in
areas such as Satellites; there have even been demonstration models built but it may still be
10 years before any real world applications are available. However in areas such as Nuclear
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Power Plants it is considerably harder to say when (or if) an unmanned system would be
possible, let alone acceptable.

As a motivating example, we mention an application in the Automotive Domain: ADAS
(Advanced Driver Awareness Systems); see for example the European project AWAKE
(System for Effective Assessment of Driver Vigilance and Warning According to Traffic Risk
Estimation, http://www.awake-eu.org). This is a diagnostic system which is designed to
ensure the continued alertness / awareness of a motor vehicle driver. This system uses the
necessary wireless support mechanisms needed to deliver the co-ordination of on-board and
off-board systems, which has proved necessary due to restrictions of using solely onboard
systems.

This application identifies single faults in a system and can inform the driver of these issues.
However, it also deals with the possibility that if the driver is tired they themselves then
become the ‘fault’. For this diagnosis to be workable, problems have to be recognised before
they can be diagnosed. You then need to define state assessment, which needs to be
formalised and the system adjusted. It may be possible to approach the situation from the
data, and then model it. The one problem with taking a statistical approach to diagnosing
systems is that many sensors are required in order to gather sufficient data for statistical
analysis.
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