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1 Introduction

1.1 Purpose of this Document

This deliverable proposes a Common Diagnosis Framework which is the result of a
comparative analysis of MBD technologies developed in control theory (FDI) and Al (DX). It
is aimed at helping identify for participants from different backgrounds the requirements of
diagnostic processes, and relating the existing theories, methods, techniques, and systems
to these requirements. The analysis compares and characterizes the presumptions and
scope of applicability of MBD technologies developed in FDI and DX. It identifies competing
and complementary methods using the DX MBD technology alongside the FDI MBD
technology as well as it identifies and defines useful “bridges” for beneficial combinations of
techniques.

2 Review of the MBD technologies in the Al and Control fields
(by P. Dague and L. Travé-Massuyés)
In DX as well as in FDI, the basic principle of model-based diagnosis is to compare the

actual behaviour of the system, as it is observed, and its expected behaviour, as it can be
predicted from its model and observations.

Physical > Observed Predicted @ | System
system behaviour behaviour model

Comparison

Figure 1: Principle of model-based diagnosis
2.2 MBD technology in Artificial Intelligence

We will briefly review in this section the state of the art of the logical theory of model-based
diagnosis developed in Al (see Dubuisson, 2001a, 1% chapter, for a more exhaustive and
detailed account and bibliography). We will point out in particular how it deals with the three
subtasks of the diagnosis task:

- fault detection,

- fault localization, possibly followed by fault identification,

- fault recovery (repair, reconfiguration, etc.).

2.2.1 Principles and advantages

The method called model-based diagnosis or diagnosis from first principles was born in mid
70s and formalized at the beginning of 80s. An increasing number of works has been carried
out since and it became a full research field in Al, as proved by the annual international
workshop on Principles of Diagnosis which holds since 1989 (it is interesting to notice that it
just followed the creation in 1987 of the annual international workshop on Qualitative
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Reasoning, another field of Al, and that the two communities have a strong interaction, in
particular in what concerns the modelling task). The term “model” is used here in contrast
with associational knowledge, in general empirical, used in traditional early Al diagnostic
techniques, such as expert systems, but also with black box models as used for example in
pattern recognition, neural networks techniques or case-based reasoning (one speaks also
of deep knowledge in contrast with shallow knowledge).

A model is thus an explicit white box model describing the functioning (or dysfunctioning) of
the system, analogous to the use of this term in Control Theory (see next section). More
precisely, in a component-centred approach, which is the one commonly used for technical
systems (more generally a process-centred view can be considered), a model includes two
types of knowledge: the first one describes the structure of the system to be diagnosed, i.e.
the connections between the components, the second one describes the behaviour of each
component. The whole is called the system description (SD). Applying compositional
modelling allows one to obtain the global behavioural model of the system from SD. Only
structural knowledge and components parameters are specific to the given system.
Behavioural knowledge comes more or less directly from physical laws and is thus generic,
only depending on the physical field in question (electronics, thermodynamics, hydraulics,
mechanics, etc.), and can thus be reused, on the form of a library of models of generic
components. What is called components (COMPS) in this description has to be understood
in terms of diagnostic purpose and the granularity of the description is fixed by the level of
diagnosis required: elementary components are thus the physical supports of the finest
primary faults that have to be localized, i.e. for which fault recovery can apply (e.g.
repairable, replaceable or reconfigurable parts of the system). Finally the system description
is completed by the knowledge of observations (OBS) coming in general from sensors
measurements (such observations may be inputs, such as commands, or outputs or
intermediate variables values).

First approaches to diagnosis were based on abductive reasoning. It consists in starting
from the effects (observed symptoms) and in trying to infer their possible causes (primary
defects), as currently done in medicine for example. In this context, diagnosis requires the
use of fault models and rests on the search of corroboration between the observed
behaviour and some modelled faulty behaviour. The main drawback is that fault detection
rests on an exhaustive description of symptoms, and fault identification on an exhaustive
description of causes and their relationships to symptoms. Lack of completeness of fault
models implies that corroboration, and thus abductive reasoning, is not logically sound: it
can happen that faults are not detected as it can happen that identified faults are not the real
ones.

The fundamental idea was then to base diagnosis on a refutation principle instead of a
corroboration principle. Not only this guarantees logical soundness but this allows also
diagnosis to be performed from the modelling of the single correct behaviour of the system:
there is no need of any prior knowledge about faults or failures. Indeed, any discrepancy
between the observed behaviour and the modelled correct behaviour of the system refutes
the fact that the system behaves properly and thus signs necessarily the presence of
fault(s). In other words, finding that the system description together with the observations is
inconsistent is a sound proof of fault detection. The idea to localize the detected fault(s) is to
stop assuming that all components are correct and to check consistency of the system
description, containing now some hypothesized faulty component(s), with the observations.
Notice that, as only correct behaviour of components is modelled, hypothesizing a faulty
component boils down to simply removing its model without replacing it by anything else (the
model of the system is thus less constrained). If inconsistency still exists, it means that
hypothesized fault(s) is (are) refuted also. Any possible combination of hypothesized fault(s),
which restores the consistency with observations, is thus a possible diagnosis. Technically,
each correct behavioural model M of a component c is expressed in the system description
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by recording explicitly the assumption under which this model is valid, i.e. the correctness of
¢, which is used to be written as “AB(c), where the unary predicate AB(.) means Abnormal:
“AB(c) [1 M. So, at the beginning, all components are supposed to be correct by default:
{~AB(c) | c  COMPS}. Fault detection occurs when SD [1 OBS [ {7AB(c) | c [ COMPS} is
proved to be inconsistent. Hypothesizing that the component ¢ is faulty means switching
from ~AB(c) to AB(c). A diagnosis is thus a subset A of COMPS such that: SD [J OBS (I
{AB(c) | ¢ O A} O {"AB(c) | c U COMPS — A} is consistent. This model-based diagnosis
technique, which, by contrast with abductive diagnosis, consists in checking for
inconsistency and revising the assumptions of components correctness in order to restore
consistency is called consistency-based diagnosis, and can be viewed as a logical theory of
diagnosis.

Correct model of the system (behavioural laws)

[

Generic diagnostic engine (prediction + ATMS)

Physical Observed Predicted System
system | ™= | behaviour behaviour = odel
Revising assumptions I
to restore consistency
- : Component
Discrepancies - correctness
= detection = jsolation assumptions
Logically sound

Figure 3: Consistency-based diagnosis principle

It does not develop any specific technique for fault detection, which is simply considered as
proving the inconsistency of the correct functioning system description with observations: as
such, any consistency checking method currently used in logics may be chosen, the system
description being generally considered as expressed in first order predicate logic with
equality. E.g., a contradiction between an observed and a predicted value for a same
variable just boils down to check that both values are not equal. No threshold analysis to
trigger detection is proposed. The usual way to deal with this is to express system
description in a constraint-based language, e.g. with interval-based constraints, and to
express explicitly models uncertainty, parameters dispersion or sensors precision in the
system description. The theory mainly develops fault localization techniques. Indeed, the
search space for all possible diagnoses is exponential in the number of components and
smarter techniques than just guessing hypothesized faults before checking them can be
developed, as it will be explained in the next sections. The theory deals naturally with
multiple faults, which are difficult to handle in other frameworks, and indeed several
diagnoses of various cardinalities generally exist. As it will be seen, preference criteria are
then defined to keep only some of them or to rank them. This initial version of the theory
using only correct modelling of the components, the identification task cannot be performed
in general and no explanation is given as a faulty component has an arbitrary not defined
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behaviour. But it will be seen that the theory can be extended by using fault models of
components, allowing thus to perform abductive diagnosis in the framework of consistency-
based diagnosis. Finally some works exist about repair (or reconfiguration) and how to
interleave it with fault localization (or identification): using a model-based framework is here
also an advantage as the same model is shared for diagnostic reasoning and repair
reasoning.

Before describing in more detail these different topics, it is important to precise the implicit
properties that the models need to have in order that the logical soundness of the method is
ensured. In order to conclude to the presence of a defect, one has to be sure that the
models well reflect the correct behaviour of the components. More precisely, it is assumed
that the models are necessary conditions of correctness of components. This means that, if
a component is correct, then its behavioural model is satisfied or, equivalently, that if it
happens that its model is proved to be violated then it is necessarily faulty (we saw it is
precisely the way it is written in SD: 7AB(c) 1 M). In these conditions, and only in these,
detecting inconsistency between model and observations is a sound proof that a component
is faulty. Ideally, it should be wanted that models fit exactly the reality and are thus also
sufficient conditions of correctness of the components, i.e. that satisfaction of a component’s
model implies the correctness of this component. But both properties are impossible to be
satisfied in practice by a same model: the first property is ensured by using some coarse
model as the second one would require very precise models. When the last one is not true, it
means that some inconsistencies, that should be found, are not and thus that some defects
may not be detected: in practice what happens most often is that the localization is less
precise and the ambiguity between different possible diagnoses is greater, which requires to
replace or reconfigure a larger set of components than would be needed. In the following,
we will consider only, as usual in the theory, models of the first type, ensuring logical
soundness of fault detection.

To sum up, the main advantages, often decisive, of the consistency-based diagnosis are the
following:

- Logical soundness of diagnostic process is guaranteed, as it is based on
consistency checking;

- Diagnosis rests on design knowledge more than on exploitation knowledge: in
particular, the system does not need to be operational;

- Faults and symptoms do not need to be anticipated: only correct behavioural
models are needed for fault detection and localization; but if some fault models
exist, they can be efficiently taken into account in the same framework for fault
identification and symptom explanation;

- Multiple faults are automatically taken into account in this framework;

- Knowledge about the system (models) is separated from knowledge about the
diagnostic task itself (generic diagnostic engine with its strategies);

- Models provide an adequate framework for explanation (the structure and the
behaviour of the system are explicitly represented);

- Modelling is constructive and modular: the model of the system is derived from a
library of generic models of the elementary components, making easier models
reusability;

- Same model is used for diagnosis and reconfiguration or recovery;

- Development, validation and maintenance costs are decreased for all these
reasons.

The strong point of the theory, i.e. being model-based, turns out to be often its main
drawback for real applications. From one side, the fact that the theoretical framework is
independent from the modelling formalism (nothing is imposed to SD) and from the
algorithms used for checking consistency between models and observations makes this
theory universal, i.e. applicable a priori for any type of model and any chosen theorem
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prover. From the other side, when working on real applications, one sees that the most
difficult task is indeed the modelling itself.

The present limitations to the scope of this approach concern dealing with time, for which
more research has to be done. Nowhere time is mentioned in the theory, now most of
systems are dynamic ones. In this case, time will appear in the modelling, i.e. in the system
description, either explicitly (e.g. as differential equations) or implicitly (e.g. as state changes
in finite state machines). But the repercussion on the diagnostic process itself, i.e. diagnosis
across time, has not been well formalized as the rest of the theory (even if a lot of works and
real experiments exist). The theory can be easily extended to the case of successive
diagnostic snapshots at different time slices. This so-called state-based diagnosis works fine
if observations at each instant allow one to reconstruct the state of the system at this instant.
If it is not the case, the model has to be simulated along time while be checked against
observations: this simulation-based diagnosis requires much more computation, which can
prevent it to be used on-line, depending of the dynamics of the system. A more important
difficulty occurs for time-varying systems, i.e. systems whose parameters evolve along time
or more generally whose faults evolve (e.g. appear) along time. Research for applying
model-based diagnosis, and in particular consistency-based diagnosis, to such time-varying
systems has progressed and indeed several applications to real world systems exist or are
currently developed. But there is not yet a unifying consistency-based diagnosis theory for
time-varying systems, as it exists for not time-varying ones, and this is still a research issue.

2.2.2 The different steps of the basic diagnostic process

The steps for achieving fault detection and localization in the pure consistency-based
approach (i.e. only with models that are necessary conditions of correctness of components)
for a system in a static state of faults (which excludes transient or intermittent faults) are
described in the following.

2.2.21 Conflict detection

Fault detection is achieved by proving inconsistency of the modelled correct behaviour with
the observations. In general, the problem solver used to do this is able to report, more or
less precisely, the possible causes of the detected inconsistency, i.e. the components for
which the correctness assumption is involved in this inconsistency. This can be done for
example by keeping track of these assumptions when the corresponding correct model has
been used in a prediction that led to a contradiction (with an observation or another
prediction). This gives information for fault localization. Actually, if a contradiction is
supported by the correctness assumptions of a subset C of components, this means that
these components cannot be all correct and thus that at least one of them is necessarily
faulty. Such a subset C of components is called a conflict set or a Reiter-conflict, here in
short a conflict. Thus a conflict is a subset C of COMPS such that: SD (1 OBS [ {~AB(c) | ¢
[0 C} is inconsistent. The more observations accumulate, the more contradictions have
chance to be obtained and the more the collection of conflicts increases (obviously only
minimal conflicts for set inclusion have to be kept), allowing by intersecting them to refine the
fault(s) localization (this remains true for a sequence of sets of observations at different time
instants, as the faults are assumed to be permanent: the collection of conflicts for the whole
sequence is the union of the sets of conflicts detected for each time stamped set of
observations).

2.2.2.2 Generation and test of assumptions

The second step consists in computing the diagnoses from the conflicts, i.e. in generating
the assumptions of abnormal behaviour of components c, switching their mode from =AB(c)
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to AB(c), in such a way that consistency is restored with observations, i.e. that all conflicts
disappear.

The idea is that for making each conflict disappear, it is needed to switch the behavioural
mode of at least one component of each conflict. Expressed in set theory, it means that a
diagnosis has to intersect each (minimal) conflict. With the modelling assumptions made,
switching a component from —~AB to AB cannot bring inconsistency if no one existed and
thus any superset of a diagnosis is still a diagnosis, which implies that the converse of the
property above is true, i.e. any subset of components that intersects all the (minimal)
conflicts is a diagnosis. For a given set E and a given collection F of subsets of E, let us
define a hitting set of F as any subset of E that intersects each member of F. The following
result then holds: the diagnoses are exactly the hitting sets of the collection of minimal
conflicts. Diagnoses of size 1 correspond to single faults, diagnoses of size greater than 1 to
multiple faults. As any superset of a diagnosis is still a diagnosis, all diagnoses are thus
characterized by the minimal (for set inclusion) diagnoses, and attention is focused only on
these minimal diagnoses. They are computed as the minimal hitting sets of the collection of
minimal conflicts. A hitting set algorithm has been proposed by (Reiter, 1987; Greiner et al.,
1989). It is exponential in the size of the collection, this problem being actually NP-complete.

2223  Typical ATMS-based algorithm

The typical diagnostic algorithm was proposed by (de Kleer, Williams, 1987) as GDE
(General Diagnosis Engine). It uses an ATMS (Assumption-based Truth Maintenance
System), invented the year before by de Kleer, coupled to the solver. The role of the ATMS
is to store the inferences done by the solver in the form of justifications, to update the labels
of the facts from these justifications and the assumptions, and to keep up to date the
collection of nogoods, which are exactly, in this context of diagnosis, the minimal conflicts.
Minimal diagnoses are then generated from these conflicts by a hitting set algorithm. Almost
all existing diagnostic tools are inspired by GDE and use the de Kleer's ATMS or one of its
variants (such as an incremental non-monotonic TMS with focusing abilities).

2.2.2.4 Discrimination between diagnoses

The third step (which does nt necessary exist) consists in gaining additional information
allowing the remaining diagnoses to be discriminated at best. There are mainly two ways of
obtaining new information: making new measurements on the system if possible (this is
basically the case of off-line sequential diagnosis for a static or periodic dynamical system,
e.g. new probing done by an expert diagnosing an electronic device, but it could be applied
to on-line diagnosability at the design stage) or changing the input of the system if possible
in order to put it in another context (this is the case of active diagnosis).

In the first case, techniques have been developed to choose the best next measurement. In
GDE, for example (de Kleer, Williams, 1987), the chosen measurement is the one that
minimizes the entropy of the probabilities of the diagnoses that could result from this
measurement. These techniques make use of the initial probabilities of component failure
and assume the independence of faults. If these probabilities are unavailable or unknown,
the techniques can be adapted (de Kleer, 1990) to qualitative probabilities (e.g. if it is just
known that components fail with close and very small probabilities).

The second case is a matter for the automatic generation of discriminating tests, for which
much work remains to be done (cf. (Shirley, Davis, 1983; Singh, 1986) in the framework of
logical circuits and (Mcllraith, Reiter, 1992; Struss, 1994) for a general formalization).
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2.2.2.5 The diagnostic cycle

The diagnostic process progresses in a cyclic form: once new measurement to be done has
been selected in the third step, one comes back to the first step. It is essential for the
diagnostic algorithm to be incremental with respect to the increasing set of observations.
The hitting set algorithm can easily be made incremental with respect to new conflicts. For
the ATMS, the updating process of labels and nogoods is incremental with respect to new
justifications.

There is no general stopping condition to the diagnostic algorithm, except that all possible
measurements have been made. It is a matter of trade off between the computation time
required by an additional cycle and the expected gain.

2.2.3 Extension with fault models

The first idea of consistency-based diagnosis, which is also one of its strengths, is to do
without any knowledge about faults or failures. Nevertheless, such knowledge, when
available, allows one to go further by identifying faults that have been previously localized
and also by ranking diagnoses, e.g. according to their probability or their explanatory power
(in this last case, this allows one to integrate in a sound way abductive reasoning into
consistency-based reasoning). This is why extensions of the basic theory have been
proposed, which allow fault models to be used in addition to correct models: GDE" (Struss,
Dressler, 1989) et Sherlock (de Kleer, Williams, 1989). The important feature is that, in
contrast with fault-based associational and empirical approaches, the logical validity of the
obtained diagnosis is guaranteed.

2.2.3.1 Using fault models

Instead of modelling as previously only the correct behavioural mode —-AB(c) of each
component c, its faulty behavioural mode Ab(c) is also modelled. In general, several
mutually exclusive fault modes, the most typical ones (as open circuit and short circuit in
electricity), are represented. But, in order to deal with the unavoidable lack of
exhaustiveness of these fault modes, that make the classical abductive approach unsound,
an unknown mode with no behavioural model is explicitly added, which represents all
dysfunctioning cases whose behaviours are unknown or not listed above. If we denote the
correct mode G, the explicitly modelled fault modes F; and the unknown, not modelled, mode
U, we have thus the equivalences:

=Ab(c) [ G(c)

Ab(c) [ F4(c) 0 Fn(c) 0 U(c)
Each component ¢ has now a finite number of mutually exclusive behavioural modes {G(c),
Fi(c), ..., Fn(c), U(c)}, the last one being not modelled. These are these modes that play now
the role of assumptions. In this framework, a conflict becomes a mode assignment to some
components, which is inconsistent with the observations. A diagnosis is then a mode
assignment to all components, which restores consistency with observations.

The general diagnostic process and the algorithms seen above can be extended to this
general framework. In particular, the ATMS works now directly with the new mode
assumptions and has not to be modified and the hitting set algorithm can be adapted to this
case. But obviously the combinatorial complexity is greater. Focusing techniques based on
probabilities or explanation power (cf. de Kleer, 1991) are needed to avoid combinatorial
explosion. In practice, correct models are used first to detect and localize the faults, and
then only those fault models of the faulty components involved in some diagnosis in order to
identify the faults.
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2.2.4 Diagnosis and repair / reconfiguration

One has not to forget that the real goal of the diagnostic process is to restore the
functionality of the system (at best). Moreover, all the diagnostic process has to take into
account what recovery actions are available: fault localization precision must hence be
consistent with repair actions granularity and fault identification is not necessary in general
for actions like replacement or reconfiguration, but is required for maintaining on-line the
proper functioning of the system (fault accommodation).

Without even considering general recovery actions, it is only recently (from 1991) that works
tackled in its whole the diagnostic / repair (or reconfiguration) process viewed as alternating
successive stages of diagnosis and of repair (Friedrich et al., 1992, 1994). Taking into
account actions leads naturally to planning: (Friedrich and Nejdl, 1992) and (Sun and Weld,
1993) have introduced independently the notion of repair plans. (Provan, 1999) uses the
same diagnostic software to carry out at once diagnosis and reconfiguration by swapping the
status of component behavioural modes (hypotheses to be established for diagnosis,
established facts for reconfiguration) with the status of actions (known for diagnosis,
hypotheses to be selected for reconfiguration). One will refer to (Mcllraith, 1994; Baroni et
al., 2000) for an attempt of an extended theory of diagnosis, test and repair, integrating the
notion of diagnostic plan and repair plan, expressed in an actions-based language.

2.2.5 Modelling

Modelling is the real key issue of MBD. Even modelling the correct behaviour is not easy, as
it is not limited to nominal behaviour: indeed the presence of a fault somewhere in the
system may cause a lot of components to adapt themselves to an environment changed by
the effects of the fault (this is particularly true for looped systems) and, while remaining
correct, to behave differently that in the nominal case. This implies to model the largest
range of correct behaviour of each component for some environment, i.e. inputs, or other. In
this case, precise parameter values of numerical models as those used in design or in the
engineering world are not available in general (Struss, 1991).

Qualitative modelling can be a resort to this situation. Models with a higher level of
abstraction have in general a larger scope of validity with respect to the functioning context
of the modelled components. Moreover any modelling cannot have a universal scope and
has to be suited to the task aimed at. Diagnostic models do not require anyway the precision
of design models. The reader is referred to (Weld, de Kleer, 1990; Travé-Massuyés et al.,
1997) for more detailed information and for bibliography about qualitative modelling and
reasoning.

2.2.51 Modelling lines

Classically and somewhat roughly, two modelling lines have to be considered: discrete
versus continuous (i.e. domains of values of modelled physical quantities are either finite,
numeric or symbolic, or isomorphic to a real interval) and static versus dynamic (i.e.
modelled physical laws are either time independent, e.g. algebraic equations, or not, e.g.
differential equations). Obviously, categorization has in fact to be more precise, in particular
in what concerns time: how the time variable is represented and what are the data
influenced by time. Time can be explicitly represented and thus, as any other physical
quantity, either discrete (numeric or symbolic) or continuous. It can also be implicit,
represented by events.

In DX, difficulties of modelling, of designing predictive and consistency checking algorithms,
and finally of the whole diagnostic process, grow when going from static discrete case to
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time-varying dynamic continuous case. Complex systems are in general heterogeneous and
require models of different types to be used. For example, most of industrial plants to be
supervised are dynamic continuous processes. But they have their own control-command
system, naturally modelled as an event-driven discrete system. It is the prototype of a hybrid
system, mixing continuous and discrete features (for physical quantities and for time).

For complex systems, the diagnosis cannot be tackled directly at the level of elementary
components and their behavioural models. A new modelling line is thus a hierarchy in
abstraction. Two sorts of hierarchy can be considered: structural (Chittaro and Ranon, 1999)
(Darwiche, 1998, 1999) and functional (Chittaro, 1995; Chittaro and Ranon, 1996; Chittaro et
al. 1998) (Provan, 1998, 2001).

2.2.5.1.1 Causality

Another important concept, which has a relationship with time, is causality. It has been the
subject of a lot of works, first in econometrics, and more recently in Al, in particular in
qualitative reasoning (de Kleer and Brown, 1986)(Iwasaki and Simon, 1986).

Taking into account causality may offer much potentiality to the diagnosis, in particular with
regard to the explanation task. Different model-based diagnosis approaches can thus be
distinguished according to this new modelling line (Travé-Massuyés et al., 1993): based on
non-causal models (such as algebraic equations), based on causal models (most often,
influence graphs between variables) or based on hybrid models (mixing non-causal and
causal models, as the CA~EN system (Bousson et al., 1994; Travé-Massuyés and Pons,
1997) used in the TIGER project (Travé-Massuyés and Milne, 1997) for gas turbine
monitoring).

In the framework of abductive diagnosis, in most cases, a diagnosis is required to explain
only the non-temporal part of observations, and only consistency is used for temporal
aspects. This is in this way that the abductive approach of (Console et al., 1989) is extended
in (Console and Torasso, 1991b) to the computation of explanations that are temporally
consistent with respect to quantitative temporal constraints. A similar approach is used in the
DIAPO system of EDF (Porcheron et al., 1994; Porcheron, 2001) for diagnosing pumps of
the primary cooling circuit in pressurized water nuclear plants.

2.2.6 On-line diagnosis and supervision

The basic idea of on-line model-based diagnosis is the same as for off-line model-based
diagnosis: compare the predicted (from modelling) behaviour and the observed behaviour,
any inconsistency between them indicating at least one fault, that one will try to localize by
investigating the deductive path which led to the inconsistency. In addition to real time
problems (response time of the diagnostic software) which can be crucial for processes with
fast dynamics or at the time of abrupt failures and can require off-line compilation
techniques, on-line diagnosis introduces a new temporal part since prediction and
observation times have now to be synchronized. Indeed, as soon as the response time of
the own dynamics of the system cannot be considered as negligible, it is generally
impossible to carry out the diagnosis on snapshots of the system, i.e. as a simple sequence
of static diagnoses, and the diagnostic tool must integrate the dynamics of the system as
well as the dynamics of the faults. This raises problems much more difficult to solve than for
the off-line diagnosis: temporal tracking and simulation of the evolving process, emergence
of new dysfunctioning modes, which identify themselves either to abrupt failures or to time
evolving failures (degraded modes) inducing slow drifts to be distinguished from those due
to the unavoidable approximation of the prediction, etc.
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In spite of these difficulties, a lot of works have been carried out from ten years about
diagnosis of dynamical and, to a certain extent, time-varying systems and, more generally,
about supervision (we refer to (Dubuisson, 2001a, 1% chapter) for more information and
bibliography). In the framework of consistency-based diagnosis, one can quote, between
1989 and 1996, the following academic systems: MIMIC, DATMI, MIDAS, QDIAG, DIAMON,
IDUN, DYANA, QDOCS, most of them being based on a qualitative modelling and using the
qualitative simulator QSIM or its extensions. In the framework of abductive diagnosis, an
approach to diagnosis of time-varying systems is proposed in (Console et al., 1994) that
considers the whole spectrum of choices for the logical notion of explanation but limits itself
to the only consistency for the temporal aspects. It is based on the behavioural modes of the
components and on a model of the temporal evolution of these modes, specifying the
possible transitions between defects. Other works (Gamper and Nejdl, 1997) consider at
once a temporal behaviour described by qualitative temporal constraints based on Allen’s
algebra and a time-varying behaviour described by transition graphs between modes, and
require that some qualitative abstractions of the temporal information about observations be
implied by the constraints involved in the part of the model used in explanation.

Though some of works above gave rise to applications, a complete theory of model-based
supervision, which would extent the one presented here, in particular in integrating explicitly
the temporal part, is not yet operational: (Raiman et al., 1991) exploits only an axiom of non-
intermittency of faults; (Friedrich and Lackinger, 1991) is a preliminary attempt to extend the
theory by taking into account intermittent failures or, more generally, failures with temporal
properties (a probabilistic approach based on Markov processes allows one to determine
plausibility values of the temporal diagnoses from failures and repairs probabilities).

It is interesting to notice that a series of works (Dressler and Freitag, 1994; Dressler, 1996;
Malik and Struss, 1996; Struss et al., 1997) have shown experimentally that it is sometimes
possible to diagnose a dynamical system and supervise a time-varying system (modelled in
general qualitatively, for example with QSIM or with qualitative deviations) by considering
only the intrastate constraints (at the observation instants) and ignoring the interstate
constraints (concerning the evolution between successive observation instants) and thus the
temporal problems. (Struss, 1997) has stated theoretically the conditions under which it is
thus possible to limit oneself to a state-based diagnosis without resorting to a simulation-
based diagnosis, obviously more costly in terms of computation.

Let us mention an approach, which uses only a one-step simulation (time being just a
partially ordered sequence of states), and rests on a modelling of the system with a
transition system. Tracking the system consists in determining, from the observations, what
transitions occurred (in practice, several states are tracked, namely the most likely with
respect to the given prior probabilities of the transitions). This is the approach adopted by
Livingstone software (Williams and Nayak, 1996) for diagnosis and self-reconfiguration of
autonomous systems dedicated to spatial exploration. This software implements the mode
identification M| and mode reconfiguration MR modules, which, with a planning and
scheduling module and a reactive execution module, constitute the architecture of the
Remote Agent developed by the NASA in the framework of the New Millennium Program
(Muscettola et al., 1998).

The same sort of discrete modelling is used for alarms monitoring and interpretation in
industrial environments (Cauvin et al., 1998). Modelling is generally done by discrete-event
systems, most often automata, and a lot of works (Cordier and Thiébaux, 1994; Sampath et
al., 1995, 1996, 1998; El Fattah and Provan, 1997; Baroni et al., 1999, 2000; Lamperti and
Zanella, 1999, 2000a, 2000b) (Pencolé, 2000; Lamperti and Zanella, 2001) (Cordier and
Largouét, 2001). Note also the on-line chronicles recognition techniques, where a chronicle
is a sequence of events linked by temporal constraints (generally generated off-line by
machine learning techniques from the log files). These works are applied to the supervision
of power distribution networks (AUSTRAL project from EDF (Laborie and Krivine, 1997a,
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1997b) and project from Cise (Lamperti and Pogliano, 1997)) and telecommunication
networks (GASPAR project from France Telecom (Bibas et al., 1996a, 1996b; Dousson,
1996; Rozé, 1997) and MAGDA project from Telecommunication Research French Network
(Pencolé, 2000; Aghasaryan and Dousson, 2001; Pencolé et al., 2001)).

Supervision introduces still many additional features. One refers to (Montmain, 2000) for an
exhaustive survey of the problems posed by the supervision and the various models for
supervision, from both Al and control theory perspectives.

2.3 MBD technology in Control

The application of control “modern” theories (Rosenbrock, 1970) to fault detection and
diagnosis started in the 60’s. Nowadays, this topic defines a well-identified research line in
the control field. Several sessions are devoted to this topic in all major conferences of the
field (Decision and Control Conference, IFAC World Congress on Automatic Control, etc.)
and a dedicated IFAC symposium, untitted SAFEPROCESS, is held every three years.

This section presents the main ideas underlying the model-based approach and the different
methods, without entering the technical details. For more details, the reader is referred to the
various references given in the text, in particular (Gertler, 1993, 1998; Iserman, 1997;
Patton, 1989; CEP, 1997) for survey papers.

The control approach is based on the use of numeric analytical models and tackles the
diagnosis problem from the fault detection point of view, stating the first step as the one of
generating fault indicators, so-called residuals. The works focus on dynamic systems,
dynamic aspects introducing the main source of complexity. The theory is well established
for linear models, although more recent results have been obtained for non-linear models
(cf. for example (Frank, 1987; Staroswiecki et al., 1989). In consequence, we do limit our
presentation to linear models in the following of the section.

The surveillance task includes two steps:
¢ Residual generation;
¢ Residual evaluation.

A residual is the expression of a redundancy introduced by the instrumentation system. For
instance, if two sensors are available to measure the same variable, then a residual is
obtained by comparing the value provided by each of the sensors. More generally, if there
are several computation paths to provide the estimation of a given variable, then there are
as many residuals. Evidently, this raises the essential problem of the instrumentation system
design, in other words the problem of determining the sensor number and placement so as
to achieve diagnosability and a given redundancy degree (Carpentier et al., 1997; Gissinger
et al., 2000; Van der Velde and Carignan, 1984; Basseville et al., 1987; Travé-Massuyeés et
al., 2001).

The value of a residual is ideally zero in the nominal case and non-zero in a faulty situation.
The residual expressions are obtained a priori, as a function of observable variables
(residual generation step). It is then evaluated (possibly on-line) using the measured values
(residual evaluation step). A decision procedure, which takes into account the statistical
characteristics of measurement noises and modelling errors, is necessary in general to
evaluate residuals, i.e. to decide whether their value is zero or not. A spectrum of statistical
approaches is available for this purpose (Basseville and Nikoforov, 1993).

Two main streams are known for generating residuals. One of them stands on monitoring
the variables that are relevant for describing the system, i.e. the evolutional quantities

MONET Common Diagnostic Framework
Version 1.2 15



MONET2 Project — MONET MBD2 v.1.2 (Release)

accounting for the system state across time. The output estimation and the parity space
approaches belong to this stream. The other one stands on monitoring the structural
parameters of the system, whose values should ideally remain constant, and can be
obtained by parameter estimation techniques (Escobet and Travé-Massuyés, 2001). In the
linear case, it has been proved that the three methods are equivalent in the sense that one
can always find a mathematical transformation to turn the residuals obtain by one method
into the residuals obtained by the other. Residual generation also depends on the type of
model that is used (state space model in the form of a set of differential and algebraic
equations, input-output model given a set of transfer functions, graphical model (structural,
bond-graph)).

2.3.1 Robustness

It is generally required that the residuals are robust to system’s disturbances, modelling
errors and noises (Gertler and Kunwer, 1993). Decoupling techniques are used for this
purpose. These techniques position the residuals in subspaces, which are not affected by
elements to be rejected. In the two first cases, it is possible to perform a perfect decoupling
if there are few disturbances or if the modelling errors concern a restricted number of
parameters. In the contrary, optimisation techniques are used to find a partial decoupling.
Two main methods can be mentioned: the reduction of the rank of the matrix concerning the
disturbances and/or modelling errors, the minimisation of a quadratic performance index
under equality constraints. For the case of noises, which are generally assumed to have a
zero mean and a high frequency band, it is preferred to filter the residual signals with low-
pass band filters or to base the test with respect to a threshold around zero.

2.3.2 The Localisation Task

The localization task is accounted for at the residual generation step itself: the idea is to
generate “ intelligent ” residuals, in the sense that they should include information about the
components that are responsible for their alarming state (transition to a non zero value).
The design of “intelligent ” residuals complexity depends on the approach and the type of
model. However, the basic principle is always the same: projection operators allow one to
project the signals onto well-chosen sub-spaces. Two approaches are available: the
structured residuals and the directional residuals approaches. In both cases, the method is
applied to a set of residuals, the number of available residuals defining the fault
discrimination degree.

Structured residuals are designed so that each residual is sensitive to a subset of faults and
insensitive to the other faults. Hence, when a fault occurs, a subset of residuals transition to
a non-zero value whereas the others remain zero: this pattern is known as the fault
signature. Given a set of anticipated faults, the set of predefined fault signatures forms the
so-called signature matrix. The minimal requirement is that the residuals are weakly
isolating, i.e. that every fault signature (under no disturbance assumption) is different and
non-zero. Then, the observed signature is compared to the predefined fault signatures and
the corresponding fault is obtained from matches. Note that residuals are defined as
dynamic quantities. Their evaluation may be dependent on input exiting conditions
(transitory states versus equilibrium states).

Directional residuals are so designed that, in response to a particular fault, the residual
vector is confined to a fault-specific straight line, at all times including transients. With
directional residuals, fault isolation amounts to determining to which pre-defined fault
direction the observed signature lies the closest.
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A set of residuals in which every residual responds to one and only one fault is structured
and directional at the same time. Such a residual set, so-called diagonal, is important for
multiple faults. Indeed, under the common assumption that multiple fault effects do not
interact, a different signature is directly obtained for every multiple fault. This limits however
the number of faults to the number of independent outputs. Alternatively, a different
signature can be defined for every anticipated multiple fault but this requires a greater
number of residuals.

2.3.3 Sensitivity to faults, robustness w.r.t. disturbances

Let us note that in practice it is desired to structure or direct the residuals while
minimising/maximising the residuals sensitivity with respect to specified fault subsets. In
addition, let us note that the disturbance decoupling problem comes back to turn the residual
vector insensitive to disturbances. This latter problem is hence a particular case of residual
structuring. Hence, in practice, the whole problem is formulated as an optimisation problem
whose goals are to generate a set of residuals sensitive to faults in a structured way, and
robust with respect to disturbances and model uncertainties.

2.3.4 Parameter estimation approach

The idea is to monitor the system’s structural parameters. The mathematical relations linking
the variables are characterized by parameters whose nominal values are known and should
remain constant in large operational domains; estimation techniques hence allow one to
follow the evolution of these parameters and to detect significant variations (Basseville and
Nikiforov, 1993; Isermann, 1989; Escobet and Travé-Massuyés, 2001).

The system model in discrete form is given as follows:

Xp1 = F( X, Up,08,v)
-yt :g(xtiébtlgt)

where x; and u; and y; are the state, input and output vectors at instant ¢, respectively, 1; and
& are input and output disturbances and 6s; and éc; are the system and sensor parameter
vectors respectively. Parameters are estimated as a function h of input and output variables
at present and past instants:

b5,
(éc =h( Y, Y- lg Up_q,..2)

t

In this approach, fault localization and identification appear as by-products of fault detection
if the reference is taken as the physical model of the system. Indeed, a physical model is
obtained from physics’ principles and makes explicit the physical parameters contributions.
On the contrary, if a black-box model, obtained by identification techniques, is used, then the
diagnosis information critically depends on the knowledge of the relation @ between
identified parameters and physical parameters.

In each situation, the residuals are given by:
1) Physical parameters residuals

1/ A
Ao = 7% @ (est)J
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2) Model parameters residuals

(%) (%)
&, ac,

Let us mention that a necessary condition to perform good parameter estimation is that the
input signals reach a reasonable excitation level.

2.3.5 Output estimation, observers

The idea is to monitor the system’s variables, as quantities being representative of the
system’s state. Let us consider the system model in a state space form:

dx(t)

= Ax(?) + Bu(t)
W) = Cx(1)

where x(1) is the state vector of dimension n, u(t) the input vector of dimension m and y(t) the
output vector of dimension p. A, B and C are the dynamic, input and output matrices of
appropriate dimensions.

The state of a (dynamic) system is known at a given instant t if the values of all the so-called
state variables x(t) are known. Unfortunately, it is generally not possible to measure all the
state variables and there exists a relation, given by the matrix Y, between the output (or
measured variables) y(f) and the state variables x(f). Some state variables hence remain as
unknown variables. The idea underlying this approach is to use an observer fo estimate the
unknown variables from measured input and output signals.

The structure of such an observer is given as:
dt
E = A)(t) + Bu(t) + He(t)
()= (1)~ CHo)

e(t) is the output error. The state error x(¢)(difference between the real and estimated state)
is then given by:

dx(t) _ dx(t) dt(t)
t

G a4 ATHOX®

When the observer is stable, which is obtained by an appropriate choice of the observer
feedback gain matrix H, the state error tends asymptotically towards zero.

l@s l@c

System Sensors

A 4

A 4

v

Observer - Output
estimation

L, yest

vy
A

MONET Common Diagnostic Framework
Version 1.2 18



MONET2 Project — MONET MBD2 v.1.2 (Release)

Figure 5: Observer
Two types of faults are considered:

1) Additive faults influence x(f) and e(t) through summation. They are considered as
unknown inputs acting on the system, which are normally zero and which, when present,
cause a change in the system outputs independent of the known inputs. They are
represented in the model in the same way as additive disturbances as follows:

d>;(t) AX(t) + Bu(t) + F v(t) + Lf_(t)

y(t) = Cx(t) + N&(t) + M, (1)

1(t): non-measurable input disturbances;

I(t): non-measurable output disturbances;

f (t): input faults, acting on x(t) through L (e.g. actuator fault);
fu(t): : output faults, acting on x(t) through M (e.g. sensor fault).

Let us notice that the knowledge about faults is put into matrices L and M. Moreover, let us
outline that a fault has exactly the same status as a disturbance.

Additive faults act both on the state error x(¢) and the output error e(t). Moreover, their
action is different for f.(t) and fi,(t) as shown below:

(e(t) =Cx(t)+ Mfy,(t)

Td;gtt) (A- HC)X(t)+Lf (t)— HMfy(t)

These two errors can hence be taken as residuals.

2) Multiplicative faults are changes (abrupt or gradual) in some system parameters. They
cause changes in the system outputs which depend also of the know inputs. They are
represented in the model as variations A, 0B and C of the A, B and C matrices
parameters as follows:

d);(;) — (A+ AM)x(0)+ (B + ABY(?)

W) = (C+ AC)x(z)

The action of multiplicative faults on x(z) and e(t) is not as obvious as the one of additive
faults as shown below:

[e(t) =Cx(t)+ACXt)

Td)gtt) =(A—HC)X(t)+(AA— HAC )x(t)+ ABu(t)

This limits the scope of this approach.
Several classical architectures based on observers have been proposed for multivariable
systems:
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o Observer driven one output: only one system output is used to estimate all the remaining
ones, which are then compared to their measure. This is suited to unique sensor fault
detection (Clark, 1978a).

o Bank of observers, each one driven by one different system output: this generalises the
precedent principle and allows one to detect multiple sensor faults (this architecture is
known as DOS which stands for Dedicated Observer Schema) (Clark, 1978b).

e Bank of observers, each one driven by all the system outputs but one, whore
corresponding sensor is monitored (Frank, 1987).

The observer feedback gain matrix H must be so designed that the global system (the plant
and its observer) is stable. The remaining freedom can be used together with a filter W such
as:

r(t) = We(t)

to minimise residual sensitivity to disturbances (decoupling with respect to environmental
disturbances and modelling errors) (Frank, 1990; Patton and Chen, 1991) and to perform a
transformation which structures or orients the residual set.

If signals are stochastic, Kalman filters are used instead of observers but Kalman filters not
provide additional freedom degrees, as they are all already allocated to the optimal
estimation of the system state. In this case, the evaluation of the residuals e(t) (filter
innovation process) requires a statistical hypothesis test to determine whether statistical
parameters of e(t) have deviate from normal.

2.3.6 Parity space approach

The simplest way to generate residuals is to use directly an input-output model of the system
in the following form:

y(t)=S(z)u(t) or equivalently H(z)y(t)=G(z)u(t)

The input and output vectors are u(f) and y(t), S(z) is the transfer, whose elements are
rational functions of the z variable, whereas matrices H(z) and G(z) are polynomial matrices,
H(z) being diagonal. Let us consider input additive faults, p(t), and output additive faults, q(t),
as well as multiplicative faults ([Jparameter variations) we obtain:

H(2)y()=G(z)u(t)+H(z)q()+F(z)p()+E(t) 11

Reorganising the set of equations of the model so that they give zero under nominal
conditions, we obtain the so-called primary parity equations:

rt) =H(2)y(t)-G(z)u(t)
=H(z)q()+F(z)p(1)

The first line is known as the residual computation form, which expresses the residuals as a
function of observable variables, whereas the second line is the internal form, which
expresses the residuals as a function of faults.

u X
System Sensors y
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v
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Figure 6: Parity space input-output model

When multiplied by numbers, polynomial or rational functions in z, parity equations (also
called analytical redundancy relations, or ARR for short) remain parity equations. An
appropriated linear transformation can hence be used to provide the residuals with
interesting properties (structuring, decoupling, etc.):

r)=wir(

where W(.) is a constant polynomial or rational matrix W(z) if we deal with additive faults and
disturbances or a time varying numeric matrix W(t) if we deal with multiplicative faults
(Staroswiecki et al., 1993).

Let us notice that parity equations can also be obtained from a state space model of the
system by eliminating the state variables x(f), which makes explicit the principle of this
method, which is to eliminate the unknown variables.  This can be performed by a
substitution method or by a projection method. The initial model is given by:

PO _ A )+ Bu(r)
dt
W) = Cx(1)

where x(t) is the state vector of dimension n, u(t) the input vector of dimension m and y(t) the
output vector of dimension p. A, B and C are the dynamic, input and output matrices of
appropriate dimensions.

According to a projection method, let us derive n times the second equation and substitute

dx (1)
t

the expression of , which provides:

(yy (CY ( 0 L L L 0yu
| %] lcal | ¢cB O Y
| %l =l cazlys!l caB 0 O Ml &
EIENERERYE

CA" CA"'B K CAB CB o)\u"

which can be written:

Y=0BS xx+MxU

MONET Common Diagnostic Framework
Version 1.2 21



MONET2 Project — MONET MBD2 v.1.2 (Release)

by defining Y and U as the vectors composed from y and v and their n derivatives. x can be
eliminated if we find a matrix P such that Px OBS = 0. Then, we have:

PY=PMU

And the residuals are given by:

r(t)=PY-PMU

A survey of the parity space approach is available in (Patton and Chen, 1991).
2.3.7 More recent results

Following the success of techniques known as “ soft computing ” techniques which gather
fuzzy set theory, neural and evolutional optimisation (e.g. genetic algorithms) based
techniques, there has been a considerable amount of work using these techniques. The
“ knowledge based ” approach has been intensively developed and the use of qualitative
models and qualitative simulation (as used in Al) has been proposed. However, this works
remain based on the above-presented three approaches (parameter estimation, observers
and parity space). A survey of these recent developments is available in (Frank, 1996).

Fuzzy sets provide an interesting alternative to residuals evaluation, as they allow one to
obtain a smooth evaluation. For instance, architectures integrating fuzzy models and fuzzy
observers (“knowledge observer”) have been proposed. A survey of the use of fuzzy
concepts is available in (Isermann, 1995).

Qualitative models have been used to obtain qualitative observers, implementing QSIM-like
qualitative simulation techniques. DOS architectures have been proposed (Frank, 1996).

Neural networks, which are indeed universal classifiers, are well known in the pattern
recognition diagnosis area but they can as well be used in model-based architectures, in the
residual generation step as well as in the residual evaluation step. Several contributions
have presented how neural networks can be used as an alternative model of the system,
which can then handle non-linear aspects, or as the basis of a decision module, which
switches linear model according to the system operating state. The fuzzy and neural
approaches can also cooperate (Ayoubi, 1996).

3 Comparative analysis

The DX and FDI communities are two distinct and parallel research communities concerned
with the diagnosis of technical systems.

Both DX and FDI recognise themselves as model-based diagnosis approaches and they
indeed stand on similar principles, in particular the use of a model to represent the physical
system. However, the FDI community has evolved from the Engineering world and uses
techniques from control theory and statistical process control. The DX community is more
recent. Its foundations have been derived from the fields of Computer Science and Artificial
Intelligence. Each community has developed its own tools, techniques and approaches.
Each also has its own set of conferences, publications and terminology. There are however
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growing numbers of researchers, in both research communities, who are trying to
understand and incorporate the approaches of their parallel research field.

Pioneering work along the comparison of approaches on both sides has been performed by
the French IMALAIA" Group, which has recently proved the equivalence of several concepts
(Cordier et al., 2001a, 2001b). At the European level, the BRIDGE Group within the MONET
European Network of Excellence (http://monet.aber.ac.uk ) also works in favour of
exchanges and collaborations between both communities.

Although the basic principles are similar, the reference backgrounds of the DX and the FDI
communities are at the origin of several differences between the corresponding approaches.
These are discussed in the following sections.

3.4 Detection versus localization point of view
The first key point to be outlined is that:

FDI tackles the diagnosis problem from the fault detection point of view, formulated as the
generation of a set of residuals (more precisely, of their formal expression), which should
have the required fault sensitivity and robustness with respect to all types of anticipated
disturbances. In doing so, properties that are useful for fault localization are also considered
(structured or directional residuals).

DX takes the opposite point of view, tackling the diagnosis problem from the fault localization
algorithmic problem and considering that fault detection relies on a theorem prover, which
detects inconsistencies and is not part of the diagnosis theory. Historically, the modelling
issues have also been considered separately, in the Qualitative Reasoning research area.
This dichotomy has reduced since modelling was recognised as an essential step.

This different starting angle has numerous consequences, which are presented in the
following.

3.5 Disturbances, modelling errors, noise

Essentially concerned by fault detection, the FDI community uses precise numeric models,
which have better sensitivity to variations, and takes explicitly into account disturbances
(additive unknown inputs or outputs), modelling errors (stated as multiplicative disturbances)
and noises. These are accounted for in the design of robust residuals based on decoupling
techniques and signal filtering techniques.

In DX, the problems related to occurrence of disturbances, modelling errors and noise are in
general “ignored”, as being naturally rejected by the level of abstraction of the models
(symbolic or qualitative). Semi-qualitative models (e .g. interval models), which are closer to
numeric models, require special care about these problems. So far, the working assumption
(sometimes implicit) has been that interval bounds are chosen so that disturbances,
modelling errors and noise are absorbed.

3.6 ARR versus conflicts

Let us analyse more precisely the correspondence between the concepts used on each
side. In both sides, limiting the analysis to the use of normal behaviour models, diagnosis is

"IMALAIA (“ Intégration de Modéles Alliant Automatique et IA ) is a group which is supported by CNRS, as
a project of GDR Automatique and GDR 13.
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triggered by the inconsistencies between the modelled (correct) behaviour and the
observations. As presented in section 3.2, in the logical theory, the generation of diagnosis
candidates is driven by the identification of R-conflicts. In the FDI parity space approach, the
inconsistencies arise from the ARR that are not satisfied by observations (hence leading to
non zero residuals). The support of an ARR is naturally defined as the set of components
whose model is involved in the ARR formal expression (Cordier et al., 2000). If the
components of the support are not faulty, the ARR is satisfied by any observations. On the
other hand, the violation of an ARR by a set of observations incriminates at least one of the
components of its support. The ARR supports can hence be identified as potential confilicts,
in the sense that they do become R-conflicts whenever the corresponding ARR is violated
by a set of observations. The notion of (ARR, support) redundant pair, in the sense that this
pair is a logical consequence of analogous pairs, can be precisely defined, giving rise to the
concept of minimal potential conflict, although to be distinguished from the minimal R-conflict
concept (Cordier et al., 2000).

3.7 Off-line processing approach versus on-line processing approach

In the FDI parity space approach, the ARRs are determined off-line, which is equivalent to
compile potential conflicts. Nevertheless, the component correct behaviour assumptions are
not represented explicitly in the models. Hence, the determination of the ARR supports is
either performed by hand or by graph theory techniques (Cassar & Staroswiecki, 1997).
Then, on-line, the observed signature is determined (this is the detection step, which
decides for every ARR whether it is satisfied or not by the observations) and the diagnosis
candidates (localization step) arise from a simple comparison of the observed signature and
the fault signatures. On the other hand, the DX community performs on-line propagation
instantiated by the observations in the models and R-conflicts are automatically deduced,
during the propagation, from the explicit statement of the assumptions supporting the validity
of the component models. This is generally performed by means of an ATMS coupled with
the inference engine. The minimal diagnosis sets are obtained as the R-conflicts hitting sets.

In summary, the FDI parity space approach performs a sophisticated off-line processing and
only consistency checking tests remain for the on-line phase, which uses the observations.
On the contrary, the DX approach is deductive in the sense that it uses a diagnosis engine
which, totally decoupled from the models, the system structure and observations,
implements the on-line diagnosis reasoning.

Let us notice that the two approaches can be combined to merge mutual advantages.
Recent contributions in the DX community are based on this idea (Loiez, 1997; Pulido, 2001;
Washio et al., 1998; Katsilis and Chantler, 1997).

3.8 System and instrumentation changes

A deductive approach, such as the DX approach, is robust to system changes (e.g. multiple
operational mode systems such as hybrid systems) and instrumentation changes (addition
of one sensor, additional tests performed to refine the diagnosis results). The works
concerning the choice of the best next measurement have no equivalent in the FDI
community. On the other hand, in such situations, a compiled approach such as the FDI
parity space approach would require determining again the new ARR set. An observer
approach would require redesigning the observer in order to achieve the desired properties
for the residuals. The same stands for the parameter estimation approach, whose algorithm
parameters need to be tuned according to the parameters to be estimated and the available
input-output signals. The FDI approaches would require anticipating all the possible
configurations of the system and its instrumentation.
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3.9 Models granularity

The FDI approaches consider the faults just as disturbances, acting either on model
parameters (multiplicative faults) or on input and output signals (additive faults). Faults are
hence generally defined with respect to a nominal behaviour model and the use of “real”
fault models remains infrequent. A fault is rather an abstract concept, which may not have a
direct correspondence with physical components, in particular for identified models. In DX,
considering the consistency-based approach, only a correct behaviour model is used, a fault
being detected when observations are inconsistent with the model. In this case, no
assumption is made about the faults. In the extension including fault models, explicit faulty
behavioural models are used and their consistency is tested against the observations
following the same principle. This allows one to discard some faults. The faults generally
considered in DX are abrupt, changing radically a component’s behaviour. Indeed, this is
easily represented in high abstraction level formalisms as uses in IA.

Let us outline that semi-qualitative models provide an interesting compromise between
numeric models and qualitative models. They indeed keep numeric aspects while allowing
one to represent imprecision.

For non-linear models, the FDI analytic approach requires powerful mathematical tools,
which may be difficult to use, this being a consequence of working with precise models. As a
matter of fact, the set of results now well established is concerned with linear models. This is
in accordance with the fact that the FDI community generally formulates the surveillance
problem as the surveillance of a nominal operating mode for which a linearized model can
be obtained. This strengthens the idea that the FDI approaches are better suited to
degradation faults, which manifest as deviations with respect to the nominal behaviour. In
DX, there are no limitations in the theory itself but the modelling formalisms (symbolic,
qualitative) lead to the inverse conclusion.

3.10 Compositional aspect of the modelling

In the DX field, compositional modelling has always been considered as essential, for
obvious reusability and maintenance reasons. A given application domain is characterised
by basic components (e.g. resistance, capacity, transistor, etc. for the electronic domain) for
which a library of models is built. The global model of a system, for which the structure is
given, is then assembled from the model “fragments” in the library. This step is made
automatic. The same library can hence be used to build the model of any system. Let us
note however that compositional modelling is submitted to the condition that the component
behaviours are independent of the context. This condition may be violated when considering
precise models, as used in FDI, because the connection of two components can as well
induce interacting effects. These should hence be preferred for the surveillance of individual
equipments or for the surveillance of high-level functions modelled as a whole.

The compositional modelling aspect has a key importance when dealing with hybrid
systems. Indeed, it allows one to automatically build the model after an operational mode
transition or a reconfiguration.

3.11 Fault assumptions

The DX logical diagnosis theory does not include any assumption about the faults, which
provides logically sound diagnosis conclusions. In the default case, multiple faults are
handled as single faults, a fault may as well be non observable (i.e. have no associated
symptom), and several faults may as well compensate, producing no observable effects.
When the application domain suggests some assumptions, these are explicitly taken into
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account by additional axioms (i.e. the exoneration axiom). On the contrary, the FDI approach
generally adopts the single fault assumption with observable effects. If multiple faults are
considered, it is generally assumed that they have no interacting effects (implicit non-
compensation assumption). When comparing DX and FDI approaches, a special attention
must hence be put on clarifying the assumptions, as they are different by default.

The approaches can also be combined from this angle : the FDI approach can indeed be
enhanced by explicitly stating fault assumptions and by the techniques for generating
diagnosis from conflict sets.

3.12 Models explanation capacity

Numeric models have very little explanation power whereas qualitative models have been
thought to capture intuitive features. In particular, the causality links between variables in a
model are often taken into account in abductive reasoning schemas. These can be
represented by a causal structure, which supports causal qualitative models (Travé-
Massuyes and Pons, 1997). Similar structures are used in FDI (Staroswiecki et al., 1989) for
the design of residuals, that is at the off-line processing stage.

The compositional aspect of modelling as well as the explicit formulation of working
assumptions is also important for explanation purposes.

3.13 Dynamic systems

Dynamic systems are at the core of the control community topics. They have been
intensively studied, providing a well-established theory. Given this background, the FDI
approaches naturally take into account dynamic aspects. Residuals are considered as
dynamic quantities (temporal signal) and time is explicitly stated in the models. In DX,
historically, the basic theory does not include time in the diagnosis process. However, the
practical problems of evaluating a temporal residual exist in a similar way (i.e. state-based
diagnosis versus simulation-based diagnosis (Struss, 1997)).

3.14 Discrimination among several candidates versus diagnosability
conditions

The problem of discriminating among several candidates is not formulated in the FDI
community. The set of faults to be considered is anticipated and fault probabilities are taken
into account at this level (i.e. a fault with very low probability is not included in the set). Then,
residuals are so designed that they are at least weakly isolating, i.e. that every fault has a
different signature. If this is not possible, the problem is formulated as determining the
sensor(s) to be added to obtain the desired discrimination level. This is known as the
diagnosability problem related to the design of the instrumentation system (Travé-Massuyés
et al., 2001; Carpentier et al., 1997; Gissinger et al, 2000). Let us notice that, on the inverse,
this later problem has been rarely considered in the DX community. Now, in DX, given a
poor diagnosability level, the theory is based on generating all the alternative diagnosis
candidates and proposes tools to give probability or preference degrees. Hence, in practice,
it is possible to generate only the most plausible according to some criteria (fault probability,
explanation degree, etc.).

4 Comparative analysis summary

FDI DX

Looks for one diagnostic Looks for a set of diagnostics
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Centered on detection

Centered on diagnosis

Fault and variable centered

Component centered

Must enumerate faults and their effects

Enumeration of possible faults and their
effects not required

Very good fault detection based on model
based predictor

Efficient algorithms for fault isolation

Faults are considered as deviations w.r.t.
normal behavior (generally additive
deviation faults)

All kind of faults are considered within the
same framework: deviations w.r.t the
normal behavior (unknown fault mode) and
explicitely represented fault models

No representation of an “unknown fault”
mode, so runs into a problem in case of a
non anticipated fault.

Closed World Assumption fulfilled by the
systematic account of an “unknown fault”
mode for every component.

Implicit (model and fault) assumptions

Explicit (model and fault) assumptions

Model parameter estimation methods

Model compositionality

Models are compiled into residuals,
detection filters...

Models support the diagnosis reasoning
process

Interval models are

used on both sides

One operating mode systems

Multiple operating mode systems

Robustness issues: noise, disturbances,
modeling errors

High level of abstraction models
(qualitative)

FDI pays great attention on detection, then
goes directly to fault identification.

DX put its focus on fautl isolation

Systems with complex dynamics

Systems complexity is on the number of
components

The diagnosis reasoning is embedded
within the model: residuals generation,
DOS (Dedicated Observers Sheme), ...

The diagnosis reasoning is automated:
“dependency-recording” techniques

The approaches are corroboration-based,
hence not logically sound.

The reasoning is refutation based (in its
consistency framework) hence logically
sound

Generally only single fault. If multiple faults
are considered, their effects must be
anticipated.

Deals with multiple faults within the same
framework

Off-line structural and symbolic
computation (at least in the linear case)
from the model itself before any
observation is known

On-line propagation techniques (with
observations) on-line propagation
techniques (with observations)

Explanation is not accounted for in FDI
methods which uses some mathematical
transformation where intuition can be lost.)

Providing an explanation understandable
by human operators is important in DX
(comes from the cognitive part of Al). This
leads DX to use sometimes causal models
etc, nearer from explanation.

Time is naturally taken into account.

Dealing with time in DX is more recent.

In both approaches, a lot is done by hand and not still automated. (models in DX,
residuals or observors in FDI...)

Principles are similar. Some concepts can be bridged, e.g. ARR supports correspond to
possible R-conflicts.

5 Characterization of a diagnosis problem: table of dimensions

This section derives a series of dimensions that can be used to characterize a diagnosis
problem. The table indicates in the two right hand side columns the field (DX or FDI) which
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deals more typically with the topic (note that this does not mean that the other field does not
approach the topic).

TASK

X

Monitoring - Fault detection

Fault localisation

Fault identification — State Assessment

Preventive/Corrective actions advice

rXXX

Objective reconfiguration and planning

System'’s structure reconfiguration

1XXXX

Fault accommodation

XX

Alarm filtering

MODEL : PHYSICAL SYSTEM REPRESENTATION

X

Analytical quantitative models

Constraint-based qualitative models

Interval models

Causal influence models

Discreet Events models

1XXX

Chronicles

Hybrid models

XXX XXX X| 1

Cause to symptoms causal graphs

MODEL: TIME REPRESENTATION

Continuous - X

Sampled - X

X

Asynchronous (event-triggered)

TEMPORAL FEATURES OF THE SYSTEM

System internal dynamics

Multiple operating modes

Multiple configurations

LIy

Wear

SYSTEM’'S OBSERVABLES

Continuous signals - X

Events

X | X

Sensors or tests (predefined or variable number and
location)

TYPE OF FAULTS

Structural fault (abrupt) X -

Drift fault (incipient) - X

Configuration fault - -

ASSUMPTIONS ABOUT FAULTS

Single fault assumption - X

Multiple faults assumption X -

Single fault exoneration (no masking) - X

Multiple faults exoneration (no compensation) - X

MONET Common Diagnostic Framework
Version 1.2 28




MONET2 Project — MONET MBD2 v.1.2 (Release)

DX FDI
MODELS USE
Prediction - X
Consistency check X X
Explanation (cause retrieval) X -

6 Common Diagnosis Framework

A hierarchical decomposition of the system in four levels seems relevant for the montoring
and diagnosis using model-based techniques. DX and FDI model-based diagnosis
approaches integrate nicely within this framework:

Level 1: signal processing level,
Level 2: equipments level, taken individually (component variables monitoring),
Level 3: sub-system (functional) level (use of redundancies),

Level 4: System level (state of each equipment, consistency of commands and
observations with respect to the current system mode).

BN =

Each level uses the information from the lower levels. Low levels mostly perform detection
whereas higher levels include more sophisticated algorithms to process information to
localize the faults.

Level 1 essentially includes signal-processing techniques such as statistical analysis,
filtering, etc. Level 2 deals with every component individually, monitoring physical quantities
(e.g. temperature of a transistor) and behavioural quantities. The behavioural aspect can as
well be tackled with model-based techniques, mainly numeric such as Kalman filters or other
kind of state observer, e.g. interval model-based. These two levels mainly include fault
detection algorithms, the fault isolation problem being not relevant. Recovery actions are
generally simple and can be hard coded. The techniques that seem relevant for these two
levels better come from FDI. If hybrid aspects exist for some equipment, the number of
behavioural modes should remain low so that compiled approaches (residual generation)
are applicable. Qualitative and semi-qualitative models can be interesting for handling
behavioural aspects.

The two upper levels are the ones that may require more “intelligence” for dealing with
unanticipated situations. From our previous comparative analysis, we do believe that DX
techniques are essential at these two levels. Indeed, hybrid aspects that are typical of these
levels are better handled by DX techniques.

Hybrid modelling formalisms may provide a significant advantage to unify the modelling
through all the levels. A model based diagnosis and recovery module can then in a unified
way handle the equipment aspects together with the functional ones and get a global view to
perform better state identification. For example, at the two first levels, an alarm on some
equipment can as well be the consequence of a fault on another equipment (e.g., cascade
effects). The relational analysis leading to the localization of the source cause can only be
performed at the functional or even system level.

Hybrid model based diagnosis systems can take advantage of FDI and DX approaches
whose foundations are consistent and which can enhance mutually (compilation approach of
FDI, logical soundness of DX). It makes the modelling better suited to the different
equipment and sub-system to be considered, as it allows one to range the granularity of the
models over a spectrum, including pure numerical models, semi-qualitative (interval)
models, qualitative and symbolic.
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The use of interval models is particularly interesting, as preserving numerical aspects while
allowing one to account for uncertainty. These models can advantageously used to generate
adaptive thresholds for fault detection (Armengol et al., 1999, 2000) and are given attention
in both the FDI and the DX communities.

Although some of the recovery actions can be hard coded, for obvious efficiency and safety
purposes, we do believe that a class of actions could be decided in an automated way. DX
approaches the problem of structure reconfiguration involving planning of the sequence of
recovery actions, wheareas fault accomodation can take advantage of FDI control methods.

7 A few items for transferring the MBD technology into industry

The main gaps and issues between the technical state of the art for model based diagnosis
as it exists in the research community and the need of industry to use these technologies
were identified in (Travé-Massuyés and Milne, 1998) and this helped find ways to close
them.

As a matter of fact, it has been demonstrated that the technologies are capable of helping
with many complex problems, and have reached the maturity to be fully applied in industry.
Several real world products and advanced systems are now available and many advanced
prototypes have been demonstrated (MONET ILC, 1998)(Cauvin et al., 1998).

In spite of their reasonably mature state, the use of MBD techniques by industry has not
reached its full potential yet. The problems with transferring this technology into industry are
not with the diagnosis mechanisms but rather with the models to be built.

Although model based methods have many advantages, systems modelling, at any level, is
inherently difficult. Even with qualitative approaches a high level modelling intelligence is
required which does not exist « in the machine ».

The real challenge posed by the modelling is the automation of its acquisition and update
and its sharing along the whole life cycle of a system: design, manufacture, test, diagnosis,
maintenance. Only some academic works exist about model acquisition, without industrial
application today (Amsterdam, 1993; Xia et al., 1993; Nayak, 1995; Schut and Bredeweg,
1996; Smith, 1998; Stolle and Bradley, 1998), and preliminary works about sensor
placement for diagnosability (Scarl, 1994; Travé-Massuyes et al., 2001). Projects have been
lauched in 2000 (as the European IDD project, Integrated Design process for on-board
Diagnosis, in the automotive industry) which consist in studying diagnosticability of a system
from its design stage and aim at coupling CAD tools to model-based diagnosis tools and
updating automatically diagnostic models, and thus diagnostic facilities, when design models
evolve. It would be highly desirable to build models from data that already exist, ideally in an
electronic form. This would save the need to re-input the data and possibly to have to
redefine the information. Also, engineering models as used in FDI are generally context
dependent and they should be bridged to more conceptual and higher abstraction models,
as used in DX, by making explicite the underlying hypotheses and performing the adequate
abstraction. Although researchers are active on this topic (e;g. the IDD European project and
associated research), as a matter of fact, there is no such automatic modelling tool today
and the modelling task is a costly and time consuming exercise.

This difficulty has to be balanced with the benefits of the MBD approach and the models.
Before launching a model-based diagnosis industrial project, it should be demonstrated that
the investment has a low risk and high return. The analysis should evaluate the cost of
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building an actual standard diagnosis system against the estimated modelling cost. It should

also compare the following issues :

e Reusability and genericity: in the model based approach, the diagnosis algorithms are
generic and several component models are generally reusable from one application to
another. This rises the fundamental problem of the domain specific nature of modelling
tasks. Certain components are relatively straight forward to model, store and reuse. The
solid state nature of electrical components for example lend themselves fairly well
because a discrete numerical description of their function is possible which is in stark
comparison to some mechanical components whose functional description can vary
continuously with their physical dimensions and overall design. The number of reusable
component models should be clearly identified.

o Maintenance: proper planning should be put in place to update the model based system
as the primary system evolves. What is ideally required is a method to automatically
update the models periodically both as the characteristics of the system change and the
components of the system change.

o By-product services: once built, models can be useful in many ways and this benefit
should be evaluated. A well-established data library of models could be highly valuable
as a knowledge management tool. Standardisation is here one of the major keys. This
calls for the choice of a well-established modelling language and of a dedicated friendly
user interface. Let us outline that, used independently of the diagnoser, the model can
act as a standard simulator and can be useful in many ways. For instance, sensor
placement or other design features impacting on fault detection and identification can be
simulated and analysed. The model can also be applied to dedicated model-based
methods concerned with the diagnosability degree of the system and the automatic
optimisation of on-board sensor placements (Travé-Massuyes et al., 2001; Carpentier et
al., 1997; Gissinger et al., 2000). It should also be noted that the model-based diagnosis
techniques themselves can be used to debug the models, hence providing valuable aid
to the modeller. The diagnosis engine is then used against well labelled data (normal
and faulty). Inconsistencies and resulting diagnosis indicate the component models that
need to be revised in order to fit the data.

A good integration of model based techniques with existing software environments is also
very important. These issues are not unique to model based systems but are standard
problems of any integration of additional software into existing environments.

The success of the modelling stage is related to the team that is created for the purpose.
This team should involve design experts, i.e. system’s equipment and software design
engineers, operation experts, and model-based diagnosis experts. Careful management of
the team is still needed to ensure success.

Let us outline that, used independently of the diagnoser, the model can act as a standard
simulator and can be useful in many ways. For instance, sensor placement or other design
features impacting on fault detection and identification can be simulated and analysed. The
model can also be applied to dedicated model-based methods concerned with the
diagnosability degree of the system and the automatic optimisation of on-board sensor
placements (Travé-Massuyeés et al., 2001; Carpentier et al., 1997; Gissinger et al., 2000).

It should also be noted that the model-based diagnosis techniques themselves can be used
to debug the models, hence providing valuable aid to the modeller. The diagnosis engine is
then used against well labelled data (normal and faulty). Inconsistencies and resulting
diagnosis indicate the component models that need to be revised in order to fit the data.
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